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Read the installation guide thoroughly before you set up the device.

The switch is a complicated electronic unit that may be repaired only be authorized and
qualified personnel. Do not try to open or repair the switch yourself.

Do not place the switch in a damp or humid place, e.g. a bathroom.

The switch should be used in a sheltered areq, within a temperature range of 0 to +50
Celsius.

Do not expose the switch to direct sunlight or other heat sources. The housing and
electronic components may be damaged by direct sunlight or heat sources.
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Web registration is preferred. You can register your Vigor router via
https://myvigor.draytek.com.

Due to the continuous evolution of DrayTek technology, all modems will be regularly upgraded.
Please consult the DrayTek web site for more information on newest firmware, tools and
documents.
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I-1 Introduction

This is a generic International version of the user guide. Specification, compatibility and
features vary by region. For specific user guides suitable for your region or product, please
contact local distributor.

I-1-1 Key Features

Before you use the Vigor modem, please get acquainted with the LED indicators and
connectors first.

Below shows key features of this device:

QoS

The switch offers powerful QoS function. This function supports 802.1p VLAN tag priority and
DSCP on Layer 3 of network framework.

VLAN

Support Port-based VLAN and [EEE802.1Q Tag VLAN. Support 24 active VLANs and VLAN ID
1~4094.

Port Trunking

Allows one or more links to be aggregated together to form a Link Aggregation Group by the
static setting.

Power Saving

The Power saving using the IEEE 802.3az, Energy-Efficient Ethernet to detect the client idle and
cable length automatically and provides the different power. It could efficient to save the
switch power and reduce the power consumption.



I-1-2 LED Indicators and Connectors

Port 1to 4 (PoE++)

1 2 3 4

Port 5 to 6 (SFP+)

nk PoE

Status Explanation

omtor on (Red) Cgltcglgret' for system failure due to overheating or wrong
Off The device is in normal condition and running normally.
Alert (Bél;?l;g?) The power is over (>) 80% watts PoE power budget.
(for PX2060)
Off The power is under (<) 80% watts PoE power budget.
on (Green) :Qsds;vitch finishes system booting and the system is
PWR/SYS ?g?;gr% The switch is powered on and starts system booting.
Off The power is off or the system is not ready /
malfunctioning.
Port 1 ~ 4 on (Amber) The port is supplied with PoE power.
(PoE, for PX2060) Off No PoE power is supplied on the port.
Oon (Green) The device is connected with 10Gbps.
Port 1 ~ 4 on (Amber) The device is connected with 56/2.5G/1G/ 100Mbps.
(GbE RJ45) Blinking The system is sending or receiving data through the port.
Off The port is disconnected or the link is failed.
on (Amber) The device is connected with 1Gbps.
On (Green) The device is connected with 10Gbps.
E;:;SNG Blinking The system is sending or receiving data through the port.
Off The port is disconnected or the link is failed.
RST Factory reset button.
Press it to reboot the system. (<5 seconds)




Press it to reset the system with factory default settings.
(>5 seconds)

Port 1~ 4 (I0GbE RJ45)

Port 1~ 4 (PoE 802.3af/at/bt, for
PX2060)

Port 1 to Port 4 can be used for Ethernet connection and
PoE connection, depending on the device connected.

Port 5 ~ 6 (SFP+)

Port 5 to Port 6 are used for fiber connection.

o

Note The following limitation is suitable for VigorSwitch PX2060

Power Output --

® |EEE 802.3bt Type 3 Max. 60W Output Supported

PoE Power Budget —-
® 140 Watts (Max)




I-2 Installation

Before starting to configure the switch, you have to connect your devices correctly.

@ Note:

For the sake of personal safety, only trained and qualified personnel should install this device.

|-2-1 Network Connection

Allowance for connecting Non-PoE devices and PoE devices
Use a Category 5e, 6, 60, or 7 twisted-pair cable to connect a PoE device to ports 1-4 on
this switch. Category be and 6 cables support 100M, 1G, 2.5G, and 5G transmission
speeds, while Category 6a and 7 cables support 10G transmission speeds.

The switch will supply power to PoE Device over the twisted-pair cable.
Please note that Power Device must comply with IEEE 802.3af/at.

Other PCs, servers and network devices can be connected to the switch using a
standard ‘straight through’ twisted pair cable.

Non-PoE Device

[T
-= — bt
(o .
JI PC Router Printer '@ - NB

DrayTek

PX2060

PoE Device

A P IP
=2y Phone Camera

N

AP IP
Camera




Allowance for connecting Non-PoE devices
Use the Ethernet cable(s) to connect None-PoE devices to the Vigor switch.

All device ports are in the same local area network.

Here, we take VigorSwitch X2060 as an example.

Non-PoE Device

U
-l PC -Router ﬁpnnter = - N\B

Dray Tek

X2060

i

I-2-2 Single-Switch Rack-Mount Installation

The switch can be installed easily by using rack mount kit.

1. Fasten the rack mount kit on both sides of the VigorSwitch using specific screws.

@ Screw: M3x6 mm

Screw: M3x6 mm

2. Then, install the VigorSwitch (with rack mount kit) on the 19-inch chassis by using other
four screws.

1
1
1
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I-2-2 Single-Switch Rack-Mount Installation

Two switches can be installed side by side on the chassis. Please install them as follows:

1. Secure the switch linking brackets to the sides of both switches.

Screw: M3x6 mm ®

Assemble the switch linking brackets and tighten the screws. Then install the short rack

2.
mount kit and tighten the screws.

Screw: M3x6 mm

£ o e )

E e, -\'Screw.MBxﬁ mm
<

Js

Now, both switches have been mounted to the chassis firmly.
Note that the linking brackets and the short rack mount kit are optional. Please contact your

dealer to purchase them if needed.



I-2-3 Typical Applications

The Vigorswitch implements many Gigabit Ethernet TP ports with auto MDIX and four slots for
the removable module supporting comprehensive fiber types of connection, including LC and
BiDi-LC SFP modules. The switch is suitable for the following applications:

Case 1: All switch ports are in the same local area network.
Every port can access each other. (*The switch image is sample only.)

If VLAN is enabled and configured, each node in the network that can communicate each
other directly is bounded in the same VLAN area.

Here VLAN area is defined by what VLAN you are using. The switch supports both port-based
VLAN and tag-based VLAN. They are different in practical deployment, especially in physical
location. The following diagram shows how it works and what the difference they are.

Case 2: The same VLAN members can be at different switches with the same VID

! VLAN2 L!‘ |

VLAN3 |! :



Case 3: Desktop Installation

1. Install the switch on a level surface that can support the weight of the unit and the
relevant components.

2. Plug the switch with the female end of the provided power cord and plug the male end
to the power outlet.

Case 4: Central Site/Remote site application is used in carrier or ISP

Central Site

Converter Cha
Fiber Optic

Fiber Optic

|
Managed l-
Media C t - i ' i
edia Converter §== Fiber Optic mm or sm fiber

, =
Managed 1 . .
Media Converter S= Fiber Optic

-------------------- Copper Twisted-pair Links
Fiber Optic Links

o e



I-2-4 Managing VigorSwitch through Ethernet Port

Before start using the switch, the IP address setting of the switch should be done, then perform
the following steps:

1. Setup a physical path between the configured the switch and a PC by a qualified UTP Cat.
5e cable with RJ-45 connector.

@ Note:

If PC directly connects to the switch, you have to setup the same subnet mask between
them. But, subnet mask may be different for the PC in the remote site. Please refer to the
above figure about the Web Smart Switch default IP address information.

2. After configuring correct IP address on your PC, open your web browser and access
switch's IP address.

Default system account is "admin’, with password "admin” in default. Switch IP address is
"192.168.1.224" by default with DHCP client enabled.

VigorSwitch, forexample:

IP Address: 192.168.1.224
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Assign areasonable IP Address, for example:
IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0
Default Gateway: 192.168.1.254

Ethernet LAN



I-2-5 IP Address Assignment

For IP address configuration, there are three parameters needed to be filled in. They are IP
address, Subnet Mask, Default Gateway and DNS.

IP address:

The address of the network device in the network is used for internetworking communication.
Its address structure looks is shown below. It is “classful” because it is split into predefined
address classes or categories.

Each class has its own network range between the network identifier and host identifier in the
32 bits address. Each IP address comprises two parts: network identifier (address) and host
identifier (address). The former indicates the network where the addressed host resides, and
the latter indicates the individual host in the network which the address of host refers to. And
the host identifier must be unique in the same LAN. Here the term of IP address we used is
version 4, known as IPv4.

v

4
N}

Network identifier Host identifier

32 bits

With the classful addressing, it divides IP address into three classes, class A, class B and class
C. The rest of IP addresses are for multicast and broadcast. The bit length of the network prefix
is the same as that of the subnet mask and is denoted as IP address/X, for example,
192.168.1.0/24. Each class has its address range described below.

Class A:

Address is less than 126.255.255.255. There are a total of 126 networks can be defined because
the address 0.0.0.0 is reserved for default route and 127.0.0.0/8 is reserved for loopback

function.
Bit# 01 TE 31
1]
Hetwork address Host address
Class B:

IP address range between 128.0.0.0 and 191.255.255.255. Each class B network has a 16-bit
network prefix followed 16-bit host address. There are 16,384 (2A14)/16 networks able to be
defined with a maximum of 65534 (2A16 —2) hosts per network.

Bit# 0132 1514 31
10
Metwork address Hist address
Class C:

10



IP address range between 192.0.0.0 and 223.255.255.255. Each class C network has a 24-bit
network prefix followed 8-bit host address. There are 2,097,152 (2A21)/24 networks able to be
defined with a maximum of 254 (2A8 —2) hosts per network.

Bit#012 3 2524 31
110
Metwork address Hist address
Class D and E:
Class D is a class with first 4 MSB (Most significance bit) set to 1-1-1-0 and is used for IP
Multicast. See also RFC M2. Class E is a class with first 4 MSB set to 1-1-1-1 and is used for IP
broadcast.

According to IANA (Internet Assigned Numbers Authority), there are three specific IP address
blocks reserved and able to be used for extending internal network. We call it Private IP
address and list below:

Class A 10.0.0.0 ---10.255.255.255
Class B 17216.0.0 ---172.31.255.255
Class C 192168.0.0 ---192.168.255.255

Please refer to RFC 1597 and RFC 1466 for more information.
Subnet mask:

It means the sub-division of a class-based network or a CIDR block. The subnet is used to
determine how to split an IP address to the network prefix and the host address in bitwise
basis. It is designed to utilize IP address more efficiently and ease to manage IP network.

For a class B network, 128.1.2.3, it may have a subnet mask 255.255.0.0 in default, in which the
first two bytes is with all 1s. This means more than 60 thousands of nodes in flat IP address will
be at the same network. It's too large to manage practically. Now if we divide it into smaller
network by extending network prefix from 16 bits to, say 24 bits, that's using its third byte to
subnet this class B network. Now it has a subnet mask 255.255.255.0, in which each bit of the
first three bytes is 1. It's now clear that the first two bytes is used to identify the class B network,
the third byte is used to identify the subnet within this class B network and, of course, the last
byte is the host number.

Not all IP address is available in the sub-netted network. Two special addresses are reserved.
They are the addresses with all zero's and all one’s host number. For example, an IP address
128.1.2.128, what IP address reserved will be looked like? All 0s mean the network itself, and all 1s
mean IP broadcast.

1



Metwrork Subnet

25 hits

Al0s=12812123 1 DOOOOOO

All 1s=128.1.2.255 11111111

In this diagram, you can see the subnet mask with 25-bit long, 255.255.255.128, contains 126
members in the sub-netted network. Another is that the length of network prefix equals the
number of the bit with 1s in that subnet mask. With this, you can easily count the number of IP
addresses matched. The following table shows the result.

Prefix Length No. of IP matched No. of Addressable IP
/32 1 -
/31 2 -
/30 4 2
/29 8 6
/28 16 14
[27 32 30
/26 64 62
/25 128 126
[24 256 254
/23 512 510
[22 1024 1022
/21 2048 2046
/20 4096 4094
19 8192 8190
/18 16384 16382
/17 32768 32766
N6 65536 65534

According to the scheme above, a subnet mask 255.255.255.0 will partition a network with the
class C. It means there will have a maximum of 254 effective nodes existed in this sub-netted

network and is considered a physical network in an autonomous network. So it owns a network
IP address which may looks like 168.1.2.0.

With the subnet mask, a bigger network can be cut into small pieces of network. If we want to
have more than two independent networks in a worknet, a partition to the network must be
performed. In this case, subnet mask must be applied.

For different network applications, the subnet mask may look like 255.255.255.240. This means
it is a small network accommodating a maximum of 15 nodes in the network.

12



For assigning an IP address to the switch, you just have to check what the IP address of the
network will be connected with the switch. Use the same network address and append your
host address to it.

First, IP Address: as shown above, enter “192168.1.224", for instance. For sure, an IP address
such as 192.168.1.x must be set on your PC.

Second, Subnet Mask: as shown above, enter “255.255.255.0". Choose a subnet mask
suitable for your network.

@ Note:

The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on network
connected to the switch, check before accessing your switch is essential.

13



I-3 Accessing Web Page of VigorSwitch

1. Open any browser (e.g, Firefox) and type “192.168.1.224" as URL.

2. Please enter “admin/admin” as the Username/Password and click Login.

User Name

Password

DrayTek

VigorSwitch PX2060

3. Next, a page will appear to guide you change the login password. You MUST change the
login password before accessing the web user interface. Please click OK.

For security reason, you must change the password before proceeding io
the switch webpage

14



4. Set anew password with the highest level of strength for network security.

6.

System Mai / Access

Account & rd

Account & Password Edit Account

Account
Account Parmission Option

1 admin Administer 7

Strong password requirements:

1. Minimal length is 8 characters.

2. Must use at least 1 upper and 1 lower character.

3. Must st 1 numeric or special character.

4. The Password cannot contain only the character ***

Click OK. Vigor system will guide you to login with the new password again. Enter the new
Username/Password and click Login.

User Name

Password

DrayTek

VigorSwitch PX2060

Later, the home page of VigorSwitch will be shown on the screen.

15



DrayTek

Vigorswitch PX2060

Dashboard

PORT STATUS

QB

g Utilities

Monttoring

System Maintenance

oport

PoE Consuming

@ Info:

@@ e o

T Rx VLAN

IP Conflict Status

Q

DEVICE OVERVIEW

PX2080
192.168.1.224

299

355

133954

0 days 1:29:58
192.168.1.254

1449 BCATET:AG
2026-01-22 12:47:00

2026-01-22 03:14:48

SYSTEM RESOURCE

Memory Usage 52%

The DHCP Setting is enabled in default. Therefore, if a DHCP server presented on network
connected to VigorSwitch, checking before accessing VigorSwitch is essential.

16



I-4 Dashboard

Click Dashboard from the main menu on the left side of the main page.

Configuration

& Security

B8 Utilities

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard

PORT STATUS DEVICE OVERVIEW
Device Name PX2060 \)

BRe ~aG0H:=~ & o
P Address 192.168.1.224
Firmware 289
Loader 355
Revision 1339541
Uptime 0 days 1:27:57
Gateway 192.168.1.254
MAC 1443 BCATELAS
System Time 2026-01-22 12:45:07

mocoM  EA00OM 2SS s MG Build Date 2026-01-22 03:14:48

ACS Server

Fort + T Rx VLAN Client
SYSTEM RESOURCE
> 10GE4 0% 0% 1 1
PoE Usage 00%
Recent Activities OMVIF Surveillance IP Confiict Status CPU Usage 30%
r—
PoE Consuming Memory Usage 62%

17



This page is left blank.
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Chapter Il Configuration



II-1 General Setup

lI-1-1 POE

This page allows a user to configure general settings for supplying PoE power for all POE ports.

Configuration / General Setup

rroring Link Aggregation Multicast STP Qos Jumbo Frame LLDP

PoE

[ @)

Cancel “

Available settings are explained as follows:

Item Description
Enabled Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

PoE Mode Auto - Provides plug and play PoE function. POE schedule and
Power Limit are disabled in this mode.

Manual - Before using scheduled PoE, set Manual as PoE mode.

After finishing this web page configuration, please click OK to save the settings.

20



I-1-2 Mirroring

This section provides ability to mirror packets coming in or going out on any port to a
destination port. Through the packet duplication in the destination port, this feature is
convenient for system administrator to monitor / understand the traffic operation.

Configuration / General Setup

PoE roring Link Aggragation Multicast STP Qos Jumbo Frame LLDP
Mirroring
Enabled Destination Port Operate as Normal Port Rx Source Mirrored Port Tx Source Mirrored Port Option
1 10GE1 - Select Here ~ Select Here v
2 10GE1 < Select Here e Select Here A
3 10GE1 - Select Here ~ Select Here v
4 10GE1 - (, Select Here hd Select Here ~

Cance' “

Available settings are explained as follows:

Item Description
Enabled Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

Destination Port Specify the port where you wish to observe the mirrored packets.
Operate as Normal Enable / Disable — Switch the toggle to enable / disable this
Port function.

O - means “Enable”.

- means “Disable”.

Rx/Tx Source Mirrored  select the port(s) which you wish to mirror the traffic, Rx for mirror
Port the packets into the port, Tx for mirror the packets going out from
the port.

Option ,
" - Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.

21



II-1-3 Link Aggregation

LAG means Link Aggregation Group which groups some physical ports together to make a
single high-bandwidth data path. Thus it can implement traffic load sharing among the
member ports in a group to enhance the connection reliability.

Configuration / General Setup

PoE Mirroring Link Aggregation Multicast STP Qos Jumbo Frame LLDP

Link Aggregation

alalal j=im

Source Physical Port

LAG ID Port Type Aggregation Type Enabled Link Status Active Port Standby Port Port Speed/Fiber Media Typ

Mo data availablz in tsble

Available settings are explained as follows:

ltem Description

Link Aggregation

LAG Load Balance Select your Load balance algorithm.

Algorithm IP Address - Aggregated group will balance the traffic based on

different IP addresses. Therefore, the packets from different IP
addresses will be sent to different links.

MAC address - Aggregated group will balance the traffic based
on different MAC addresses. Therefore, the packets from different
MAC addresses will be sent to different links.

IP/MAC Address - Aggregated group will balance the traffic based
on MAC addresses and IP addresses. Therefore, the packets from
same MAC addresses but different IP addresses will be sent to
different links.

Source Physical Port - Aggregated group will balance the traffic
based on the source physical port. Therefore, the packets from
different physical ports will be sent to different links.

LACP Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

LACP System Priority The priority is used to determine which switch (local or remote) on
the LAG connection is able to decide LACP activities. The lower the
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+Add Link Aggregation

number is, the higher the priority for VigorSwitch will be. Therefore,
the switch with the highest system priority (e.g, 1) can make
decisions about which ports actively participate in LAG at a given
time.

Click to open the setting page of creating Link Aggregation.

To add a link aggregation, click the "+Add Link Aggregation’ to open the edit page.

Configuration / General Setup
PoE rroring Link Aggregaticn

Link Aggregation

Add Link Aggregation b4

HMomal Port W=l |

Select Here

C

LAG ID Port Type Aggregation Type Enabled Link Status.

Cancel m

Available settings are explained as follows:

tem

Description

Add/Edit Link Aggregation

Show/Hide Advanced
Mode

Enabled

Port Type

Port

Aggregation Type

Port Speed

Click to switch different modes.

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

Select Normal Port for Ethernet connection or Fiber Port for fiber
connection.

Select the physical port number for adding the function.

Specify the type for LAG.

Static - The static aggregated port sends packets over active
member without detecting or negotiating with remote
aggregated port.

LACP - The LACP aggregated ports place member into active only
after negotiated with remote aggregated port for best reliability.

It is available when one or more physical ports are selected.
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Port speed capabilities:

e  Auto(100/1000M/2.5G/5G/10G): Auto speed withdifferent
ability only.

®  Auto(100M): Auto speed with 100M ability only.

e  Auto(I000M): Auto speed with 1000M ability only.

®  Auto(25G): Auto speed with 2.5G ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When auto-negotiation
is turned on, a port on the switch negotiates with the peer
automatically to determine the connection speed and duplex
mode. If the peer port does not support auto-negotiation or turns
off this feature, the switch determines the connection speed by
detecting the signal on the cable and using half duplex mode.
When the switch’'s auto-negotiation is turned off, a port uses the
pre-configured speed and duplex mode when making a
connection, thus requiring you to make sure that the settings of
the peer port are the same in order to connect.

For SFP fiber module, you might need to manually configure the
speed to match fiber module speed.

Flow Control Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

A concentration of traffic on a port decreases port bandwidth and
overflows buffer memory causing packet discards and frame
losses. Flow Control is used to regulate transmission of signals to
match the bandwidth of the receiving port. The switch uses
I[EEEB02.3x flow control in full duplex mode and backpressure flow
control in half duplex mode. IEEE802.3x flow control is used in full
duplex mode to send a pause signal to the sending port, causing
it to temporarily stop sending signals when the receiving port
memory buffers fill. Back Pressure flow control is typically used in
half duplex mode to send a "collision” signal to the sending port
(mimicking a state of packet collision) causing the sending port to
temporarily stop sending signals and resend later.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings. The new link
aggregation group will be shown on the page.

24



Configuration / General Setup

PoE Mirroring Link Multicast STP Qos Jumbo Frame LLDP

Link Aggregation

LAG ID Port Type Aggregation Type Enabled Link Status Active Port

1 10G Static Enabled Down N/A
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[I-1-4 Multicast

For the multicast packets, this page allows the administrator to choose actions for processing
the unknown multicast packets and for handling known packets with MAC address, IP address
and VLAN ID.

Configuration / General Setup

PoE Mirraring Link Aggregation ulticast STP QoS Jumbo Frame LLDP

Multicast

rd to Router Port |

estination IP & VID |

estination IP & VID |

cancel “

Available settings are explained as follows:

Item Description
Unknown Multicast Select an action for switch to handle with unknown muilticast
Packets Action packet.

Drop - Drop the unknown multicast data.
Flood - Flood the unknown multicast data.
Forward to Router Port - Forward the unknown multicast data to
router port.
IPv4/IPv6 Packets Set the IPv4/IPv6 multicast forward method.

Forward Method Destination MAC & VID - Forward using destination multicast MAC
address and VLAN IDs.

Destination IP & VID - Forward using destination multicast IP
address and VLAN ID.

After finishing this web page configuration, please click OK to save the settings.
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II-1-5 STP

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for
any bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning
Tree Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and
o multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per VLAN
Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and
their connections. What they share are bridge protocol data units (BPDUSs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are
listening. If any loops (multiple possible paths between switches) are found in the network
topology, the switches will co-operate to disable a port or ports to ensure that there are no
loops; that is, from one device to any other device in the layer 2 network, only one path can be
taken.

Configuration / General Setup

PoE Mirroring Link Aggregation Multicast STP QoS Jumbo Frame LLDP

STP Show Advanced Mode

Bridge Setting

327668~

Available settings are explained as follows:

Item Description
STP
Enabled Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

STP Mode Set the operating mode of Spanning Tree (STP).
STP - Enable the Spanning Tree (STP) operation.
RSTP - Enable the Rapid Spanning Tree (RSTP) operation.

MSTP — Enable the Multiple Spanning Tree Protocol (MSTP)
operation.

27



BPDU Handling

Path Cost Method

Specify the BPDU forward method when the STP is disabled.
Filtering - Filter the BPDU when STP is disabled.
Flooding - Flood the BPDU when STP is disabled.

Specify the path cost method.

Long - Specifies that the default port path costs are within the
range: 1~200,000,000.

Short - Specifies that the default port path costs are within the
range: 1~65,535.

Bridge Setting - Negotiate with other VigorSwitch for determining the bridge switch.

Priority

Forward Delay

Max. Age

Tx Hold Count

Hello Time

MSTP Properties

MST Instance & Port
Setting

Specify the bridge priority. The valid range is from 0 to 61440, and
the value should be the multiple of 4096. It ensures the probability
that the switch is selected as the root bridge, and the lower value
has the higher priority for the switch to be selected as the root
bridge of the topology.

Specify the STP forward delay time, which is the amount of time
that a port remains in the Listening and Learning states before it
enters the Forwarding state. Its valid range is from 4 to 10 seconds.

Specify the time interval in seconds for a switch to wait the
configuration messages, without attempting to redefine its own
configuration.

Specify the tx-hold-count used to limit the maximum numbers of
packets transmission per second. The valid range is from 1to 10.

Specify the STP hello time in second to broadcast its hello
message to other bridge by Designated Ports. Its valid range is
from 1to 10 seconds.

It appears if the Show Advanced Mode link is selected.

To make all Vigor switchs within the same MST areq, the following
two settings must be the same and used for all switches.

Region Name - Default value is the MAC address of the
VigorSwitch. It is used for identifying the MST area. Define the
name if required.

Revision — Default value is “0” (range from 0 to 65535). It is used for
the system administrator to identify the version of the MST
allocation.

It appears if the Show Advanced Mode link is selected.

MST instance allows traffic of different VLAN to be mapped into
different MST Instances. VigorSwitch supports up to 16
independent MST instances (0~15) with which the VLAN can be
associated.

Bridge Identifiter — Displays the priority of MST instance number +
MAC address of the switch.

Designated Root Bridge — Displays the Bridge Identifier of the root
bridge.

Root Port — Displays the port toward the root.

Root Path Cost — Displays the path cost toward the root.
Remaining Hop — Displays the remaining hop count in BPDU.

VLAN -Displays the ID of the VLAN which should be associated with
this MST instance.

Option -
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- Click to modify the setting page of the selected VLAN.

" - Clear settings of the selected port and return to factory
default settings.

Click to open the MST editing page.

Configuration / General Setup

PoE T Link Aggregation icast STP oS e Eee

STP MST INSTANCE X

MST Instance & Port Setting

MST Instance Priority Bricige Identifier Designated Root Bridge Root Port

? 0 32768 3 C:5E:CD

v

N N VR

cancel n

Available settings are explained as follows:

Item Description

VLAN Enter the ID (1-4094) of the VLAN which should be associated with
this MST.

Priority The switch priority for this MST instance. A lower number gives the

switch higher chance to be chosen as the root bridge.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

[I-1-6 QoS

QoS (Quality of Service) functions to provide different quality of service for various network
applications and requirements and optimize the bandwidth resource distribution to provide a
network service experience of better quality.

Queue Setting

VigorSwitch supports multiple queues for each interface. The higher numbered queue
represents the higher priority. The following lists the types of supported priority queues:

Strict Priority (SP) - Egress traffic from the higher priority queue will be transmitted first,
lower priority queue shall wait until all traffic in SP queue is transmitted.

Weighted Round Robin (WRR) - The number of packets sent from the queue is proportional
to the weight of the queue.
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CoS Mapping

It allows users to configure how ingress frames with CoS/802.1p tag map to QoS queues, and
QoS queues to CoS/802.1p on egress frames.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

DSCP Mapping

It allows user to configure how ingress packets with DSCP tag map to QoS queues, and QoS
queues to DSCP on egress packets.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

IP Precedence Mapping

It allows user to configure how ingress packets with IP Precedence tag map to QoS queues,
and QoS queues to IP Precedence on egress packets.

Actual effectiveness is based on how QoS is configured in previous QoS section. This page
provides settings for user to configure mapping only.

Egress Shaping Rate

It allows a user to configure the egress port rate limit. The egress rate limit is the number of bits
per second that can be received from the egress interface. Excess bandwidth above this limit
is discarded.

Egress Shaping per Queue
It allows users to configure the maximum egress bandwidth not only by the port but also by

specific QoS queues. The configuration result for each port will be displayed on the table listed
on the lower side of this web page.
Configuration / General Setup

Mirroring Link Aggregation Multicast STP QoS Jumbo Frame LLDP

QoS

DSCP ‘ Co5/302.1p-DSCP P Precedence

Queue Setting

& Strict Priority Queue

Queue Schedule Weight ‘WRR Bandwidth Percentage

o

Cance‘ “

Available settings are explained as follows:

ltem Description
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QoS
Enabled

Ingress Trust Mode

Queue Setting
Queue

Schedule

Weight

WRR Bandwidth
Percentage

CoS Mapping

Class of Service
Mapping to Queue (for
Ingress Traffic)

Queue Mapping to
Class of Service (for
Egress Traffic
Remarking)

DSCP Mapping
DSCP Mapping to

Queue (for Ingress
Traffic)

Queue Mapping to
DSCP (for Egress Traffic
Remarking)

IP Precedence Mapping

IP Precedence
Mapping to Queue (for

Enable / Disable — Switch the toggle to enable / disable the
function of QoS mode.

C' - means “Enable”.

- means “Disable”.

Select the QoS operation mode.

CoS/802.1p —Traffic is mapped to queues based on the Cos field in
the VLAN tag, or based on the per-port default CoS value if there is
no VLAN tag on the incoming packet.

DSCP — All IP traffic is mapped to queues based on the DSCP field
in the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

C0S/802.1p-DSCP - All IP traffic is mapped to queues based on the
DSCP field in the IP header. If traffic is not IP but has VLAN tag,
mapped to queues based on the CoS value in the VLAN tag.

IP Precedence - All IP traffic is mapped to queues based on the
DSCP field in the IP header. If traffic is not IP but has VLAN tag,
mapped to queues based on the CoS value in the VLAN tag.

There are eight queue ID numbers allowed to be configured.

Strict Priority - Click it to set queue to strict priority type.
WRR - Click it to set queue to Weight round robin type.

If the queue type is WRR, set the queue weight for the queue

Displays the percentage of traffic which can be sent by current
queue compared to total WRR queues.

Defines the queue ID (level 1 to 8) for different class of service
values.

Reset - Clear current settings and return to factory default
settings.
Defines the class of service value (0 to 7).

Reset - Clear current settings and return to factory default
settings.

Define the queue ID (level 1to 8) for different DSCP values.
Reset - Clear current settings and return to factory default
settings.

Define the DSCP value (0 to 63).

Reset - Clear current settings and return to factory default
settings.

Defines the queue ID (level 1 to 8) for different IP Precedence
values.
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Ingress Traffic) Reset - Clear current settings and return to factory default
settings.

Queue Mapping to IP Defines the IP Precedence value (0 to 7).

Precedence (for Egress peset - Clear current settings and return to factory default
Traffic Remarking) settings.

Egress Shaping per Configure the maximum egress bandwidth not only by port but
Queue also by specific QoS queues.

Reset - Clear all settings and return to factory default settings.
Port - Display the port (GE1 to GEI6, 10GE] to 10GEB) profiles.

" - Clear settings of the selected port and return to factory
default settings.

Edit - To modify the egress shaping rate for port profiles, select
two (at least) GE ports to display the Edti button. Cllick the Edit
button to configure the port setting.

Configuration / General Setup

PoE Mimoring  Link Aggregation  Multicast  STP QoS Jumboframe  LLDP

QoS Egress Shaping per Queue X
Queue Egress Shaping Enabled  Egress Shaping Rate (CIR)
Egress Shaping per Queue |
> 10GET
> 10GE2 3
> 10GE3
> 10GE4
> 10GE5
> 10GE6
P o |
Egress Shaping Enabled- Switch the toggle to enable/disable
the setting.
Egress Shaping Rate (CIR) - Enter the rate value,<16-1000000,
unit16 Kbps.

After finishing this web page configuration, please click OK to save the settings.

32



lI-1-7 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.

Configuration / General Setup

PoE Mirraring Link Aggregation Multicast ~ STP QoS : DP
Jumbo Frame
Available settings are explained as follows:
Item Description
Jumbo Frame
Frame Size Enter Jumbo frame size. The valid range is 1526 bytes — 10000

bytes.

After finishing this web page configuration, please click OK to save the settings.
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II-1-8 LLDP

This page allows a user to set general settings for LLDP.

Configuration / General Setup

PoE Mirroring Link Aggregation Multicast STP

LLDP

Jumbo Frame LLDP

s
a

«©

i

a

i

Auto LLDP-MED Network Palicy for Voice Application

Cancel “

Available settings are explained as follows:

tem
LLDP
Enabled

Transmission Interval

Holdtime Multiplier

Reinitialization Delay

Transmit Delay

LLDP-MED Fast Restart

Description

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

If LLDP function is disabled, specify an action for the LLDP PDU
packets.

Filtering - The LLDP packets will be filtered and deleted when
LLDP is disabled.

Bridging - The LLDP packets will be bridging when LLDP is
disabled.

Flooding - The LLDP packets will be flooded and forwarded to
allinterfaces when LLDP is disabled.

Select the interval at which frames are transmitted. The default is
30 seconds, and the valid range is 5-32768seconds.

Select the multiplier on the transmit interval to assign to TTL
(range 2-10, default = 4).

Select the delay before a re-initialization (range 1-10 seconds,
default = 2).

Select the delay after an LLDP frame is sent (range 1-8192 seconds,
default = 3).

Select the number of LLDP packets that will be sent during
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Repeat Count LLDP-MED Fast Start period.
The default is 3. Available range is from 1to 10.

Auto LLDP-MED The default value is Enable.
Network Policy for
Voice Application

After finishing this web page configuration, please click OK to save the settings.
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-2 VLAN Setup

A virtual local area network, virtual LAN or VLAN, is a group of hosts with a common set of
requirements that communicate as if they were attached to the same broadcast domain,
regardless of their physical location. A VLAN has the same attributes as a physical local area
network (LAN), but it allows for end stations to be grouped together even if they are not
located on the same network switch. VLAN membership can be configured through software
instead of physically relocating devices or connections.

[I-2-1 Existion VLAN

[I-2-1-1 Default VLAN

Configuration / VLAN Setup

g VLA MAC/Protocol VLAN Group GWRP
Existing VLAN
VLAN ID VLAN MName VLAN Type Option
1 default Default 7
Woice VLAN - 7
Surveillance VLAN = 2
Showing 110 3 of 3 entries Show | Al ~|entries

Available settings are explained as follows:

ltem Description

+Add VLAN Click to open the setting page of creating a new VLAN (with the
same type of default VLAN).

VLAN ID Displays the ID number of the VLAN.

VLAN Name Displays the name of the VLAN.

VLAN Type Displays the type of the VLAN.

Option

- Click to modify the setting page of the selected VLAN.

To create a new VLAN, click +Add VLAN to open the following page.
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Configuration / VLAN Setup

LAL MAC/Protocol WLAN Group GVRP
Existing VLAN
VLAN ID VLAN Name VLAN Type
1 default Default
Voice VLAN
Surveillance VLAN
Showing 1to 3 of 3 entries Show

Available settings are explained as follows:

Item Description

Create VLAN

VLAN ID

Option

A

Create VLAN

cancel n

Enter the number as VLAN ID to be created or deleted. If you want

to create [ delete multiple VLAN profiles, simply enter multiple
VLAN ID separated by comma, and/or range of VLAN ID using

hyphen.
VLAN Name

Enter the prefix you wish to add followed by VLAN ID as VLAN name.

Leave it empty for using default "VLAN",

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings. A new VLAN will

be shown on the page.

Add VLAN
VLAN ID VLAN NAME
1 default

Voice VLAN

Surveillance VLAN

10 Guest VLAN

Showing 1to 4 of 4 entries

[I-2-1-2 Voice VLAN

Search -

VLAN TYPE Option

Default

Static

n Show an ~ entries

With this feature, a VLAN will be created temporarily and when the specified OUI device
delivers protocol packets related to “VolIP”, VigorSwitch will guide these packets into the
specified Voice LAN with specified priority tag to speed up the packet transmission. Such voice
VLAN is only active inside VigorSwitch for packet transmission. After these packets leave
VigorSwitch, the Voice VLAN tag will be removed immediately.
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Configuration / VLAN Setup
g VLA WAC/Protocel VLAM Group GVRP
Existing VLAN
VLANID VLAN Name
1 default
Voice VLAN
Surveillance VLA
VLAN Name
10 guest
Voice VLAN
Showing L to 4 of 4 entries
']

Click to open the editing page.

Configuration / VLAN Setup

Existing VLA 1AC/Protocol VLAN Group GVRP
Existing VLAN
VLAN ID VLAN Name VLAN Type
1 default Default
‘oice VLAN
Surveillance VLAN
10 guest Static

Available settings are explained as follows:

Item Description

Edit VLAN

Voice VLAN
function.
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Option
4
4
&
& W

v | entries

VLAN Type

Default

Edit VLAN

Voice VLAN QUI

Oul »

Option
4
5
2
7 1
Show | Al W entries
None~
6 ~
~
Description
# X
& X
g X
P

Enable / Disable — Switch the toggle to enable / disable this



o - means “Enable”.

- means “Disable”.

Voice VLAN ID Select Voice VLAN ID profile.

Remark Cos/802.1p Switch the toggle to enable / disable this function.

Remark Value - If enabled, qualified packets will be remarked by
this value. Specify the number of packets to be remarked. (0 to 7).
The VolIP packets will be tagged with this number, so that QoS can
prioritize it correctly.

Aging Time Select value of aging time (30~65536 min).
Default is 1440 minutes. A voice VLAN entry will be age out after this
time if without any packet pass through.

Voice VLAN OUI
Click the ™ to display advanced settings. Default has 8

pre-defined OUI MAC.
+Add - Click to create a new voice OUI.
OUI - Enter the OUI address.

Description - Enter a description of the specified MAC
address to the voice VLAN OUI table.

- Click it to modify the OUI settings and the description.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

[I-2-1-3 Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value,
this helps you to prioritize those traffics and improve video quality.

Configuration / VLAN Setup

Existing VLAN

VLAN ID VLAN Name VLAN Type Option

default Default

Surveillance VLAL

VLAN Name e
Surveillance VLAN Show| ar v|entries

Click to open the editing page.
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Configuration / VLAN Setup

Existing VLAN

VLAN ID VLAN Name

Edit VLAN X

VLAN Type Option ‘o
B oseew o e iance viaN OUI .

oul - Description

Cancs! n

Available settings are explained as follows:

tem

Edit VLAN

Surveillance VLAN

Surveillance VLAN ID

Remark Cos/802.1p

Aging Time

Surveillance VLAN OUI

(0] ¢

Description

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

Enable the function to configure surveillance VLAN.

Choose a VLAN profile as Surveillance VLAN.

Switch the toggle to enable / disable this function.

Remark Value - If enabled, qualified packets will be remarked by
this value. Specify the number of packets to be remarked. (0 to 7).
The VolIP packets will be tagged with this number, so that QoS can
prioritize it correctly.

Select value of aging time (30~65536 min).

Default is 1440 minutes. A voice VLAN entry will be age out after this
time if without any packet pass through.

Filtering Surveillance traffic is based on the OUI of the IP cameras.

Click the ™ to display advanced settings.
+Add - Click to create a new OULI.
OUI - Enter OUI MAC address of monitored IP camera.

Description - Enter a description of the specified MAC
address to the surveillance VLAN OUI table.

- Click to modify the OUI settings and the description.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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I-2-2 MAC/Protocol VLAN Group

II-2-2-1 MAC Group

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
VigorSwitch allows you configure multiple groups with configured MAC address and mask to
be active on ports and to be bound with VLAN ID. This page allows the network administrator to
define groups with specific MAC addresses for later binding with VLAN and Port.

Configuration / VLAN Setup

Existing VLAN AC/Protocol WLAN Group GVRP

MAC/Protocol VLAN

Group ID MAC Mask Option

No data available in table

yf 0 entries Show Al + entries

5]
©
5]

Showing O t

Available settings are explained as follows:

ltem Description

MAC Group

+Add Group Click to open the setting page of creating a new group.

Group ID It is a number for identification later, while chosen to be bound
with VLAN/Port.

MAC Displays the MAC address of the device grouped under this VLAN
profile.

Mask Displays the number of the mask.
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To add a MAC VLAN group, click the "+Add Group' to open the setting page.

Configuration / VLAN Setup

MAC/Protocol VLAN

Group ID

Add MAC Group X

Maslc Option

Show | Al entries

Cancel n

Available settings are explained as follows:

Item
Add MAC Group

Group ID

MAC Address

MASK

MAC VLAN Binding

Description

It is a number for identification later, while chosen to be bound
with VLAN/Port.

Enter the MAC address you wish to be classified in this group.

The mask is the length of matching prefix you wish to have on
MAC address.

For example, configure mask in 10. It means a host with beginning
of the 10-digit of MAC address will be checked, and classified into
this group if matched.

The MAC VLAN allows you to statically assign a VLAN ID to a host
with specific MAC address(es). VigorSwitch allows you to
configure multiple groups with configured MAC address and mask
to be active on ports and to be bound with VLAN ID. This page
allows the network administrator to bind the group of specified
MAC addresses with VLAN and Port.

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.
+Add - Click to enter a port number and VLAN ID number.

Port - Select the ports you wish to be bound with specified MAC
address group.

VLAN - Enter the VLAN ID that you wish to be bound with.

After finishing this web page configuration, please click OK to save the settings.

42



A new group will be shown on the page.

Group ID MAC Mask Option

14:49.BC:43:CC:FC 9

ing L to 1 of L entries Show | A w | entries

Available settings are explained as follows:

Item Description

oy

Click to modify the settings of the selected group.

Click it to remove the selected entry.

lI-2-2-2 Protocol Group

VigorSwitch offers protocol VLANs which allows Network Administrator to filter out untagged
traffic of certain protocol and then assign them a specific VLAN ID.

Up to eight protocol groups can be defined, each of them can have a unique filtering criterion
such as frame type and protocol value.

Configuration / VLAN Setup

Existing VLAN AC/Protocod LAMN Group GVRP

MAC/Protocol VLAN

Group ID Frame Type Protocol Value Option

No data available in table

Showing O to 0 of 0 entries Show | Al | entries

Available settings are explained as follows:

Item Description
Protocol Group

+Add Group Click to open the setting page of creating a new group.
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Group ID

Frame Type

Protocol Value

It is a number for identification later, while chosen to be bound
with VLAN/Port.

Displays the frame type which you would like to filter.

Displays the value (ranging from 0x600 ~OxFFFE). Packets match
with the value will be classified into this group.

To add a Protocol VLAN group, click the "+Add Group" to open the setting page.

Configuration / VLAN Setup

MAC/Protocol VLAN

Group ID Frame Type Protocol Value Option

Add Protocol Group X

Ethernet_Il

Show| Al entries ©

Cancel n

Available settings are explained as follows:

tem

Add Protocol Group

Group ID

Frame Type

Protocol Value

Protocol VLAN Binding

Description

It is a number for identification later, while chosen to be bound
with VLAN/Port.

Use the drop-down list to specify the frame type which you would
like to filter.
Ethernet_Il - Packet will be mapped based on Ethernet version 2.

IEEE802.3_LLC_Other —Packet will be mapped based on 802.3
packet with LLC other header.

RFC_1042 - Packet will be mapped based on RFC 1042.

Input a value (ranging from 0x600 ~OxFFFE). Packets match with
such value will be classified into this group.

It is for setting up the ports and protocol group that we would like
to filter, and the VLAN ID we would like to assign.

Enable / Disable — Switch the toggle to enable / disable this
function.

0 - means “Enable”.

- means “Disable”.
+Add - Click to enter a port number and VLAN ID number.
Port - Select the ports you wish to be bound with specified MAC
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address group.
VLAN - Enter the VLAN ID that you wish to be bound with.

After finishing this web page configuration, please click OK to save the settings.

A new group will be shown on the page.

MAC/Protocol VLAN

MAC Group Protocol Group
- Add Group
Group ID Frame Type
> 1 Ethernet_lI

Showing 1 to 1 of 1 entries

Available settings are explained as follows:

Search :

Protocol Value

0x0600

n Show Al v entries

Item Description
“ Click to modify the settings of the selected group.
0} Click it to remove the selected entry.

II-2-3 GVRP

This page allows to enable/disable the GVRP function and displays the information for the
membership for GVRP (GARP VLAN Registration Protocol).

Configuration / VLAN Setup

Existing VLAN MAC/Protocel VLAN Group GVRP
GVRP

Join 200 ms

Leave 600 ms

Leave Al 10000 ms
Membership
VLAN VLAN Member

No data

Showing O to O of O entries

Available settings are explained as follows:

ltem Description

GVRP
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Dynamic Member

available in table

Type

Show Al v |entries

Cancel Save



Enable Switch the toggle to enable / disable this function.
O - means “Enable”.

- means “Disable”.
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II-3 MAC Address Table

II-3-1 Dynamic

This page allows a user to configure aging time for dynamic MAC address.

Configuration / MAC Address Table

MAC Address Table

MAC
1 08:BF:B8:D5:DD:AI
Showing 1to 1of 1 entries

Available settings are explained as follows:

Item Description

Aging Time
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A

' Refresh

v entries

Enter the MAC address aging out value (5-32767 seconds).



[I-3-2 Static MAC

This section allows user to view the static MAC address entries in the MAC table, change
related setting, and assign MAC address into MAC table.

Configuration / MAC Address Table

MAC Address Table

Z Refresh
MAC VLAN Port
1 14:49:BCATELAG default(T) CPU
Showing 1to 1of Tentries Show Al w|entries
Available settings are explained as follows:

Item Description
+Add Static MAC Click it to add any port into the static MAC table.
MAC Displays the MAC address that will be forwarded.
VLAN Displays the VLAN group to which the MAC address belongs.
Port Displays the port to which this MAC address belongs.

To add a static MAC, click the "+Add Static MAC" to open the edit page.
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Configuration / MAC Address Table

MAC Address Table

Add Static MAC X
C Refresh
default~
Dynamic (1) Static MAC (T)
' . . Select Port~
MAC VLAN Port
1 14:49:BCATELAG default(l) CPU
Showing 1ta 1of 1 entries Show | Al w|entries

Available settings are explained as follows:

Item Description
Add Static MAC

MAC Enter the MAC address that will be forwarded.

VLAN Select the VLAN group to which the MAC address belongs.
Port Select the port to which this MAC address belongs.

oK

Save the settings.

After finishing this web page configuration, please click OK to save the settings
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lI-4 L3 Network

lI-4-1IP Network

Different VLANs can communicate with each other. With the VLAN routing function, computers
(or clients) under different VLANs (created from Configuration>>VLAN Setup) can access the
Internet and share data or information with each other.

Configuration / L3 Network

P Mat Bind IP to MAC VLAN Routing
IP Network
Comment VLAN ID VLAN Name IP Address / Subnet Mask DHCP Server Option
No data available in table
Showing 0 to 0 of O entries Show | Al + entries
Default DHCP Relay Option -~

Available settings are explained as follows:

Item Description

IP Network

+Add Interface Click to create a new VLAN interface profile.

Comment Displays the brief comment for the VLAN ID.

VLAN ID Displays the ID number of VLAN profile.

VLAN Name Displays the name of the VLAN profile.

IP Address/Subnet Displays the IP address and the subnet mask of the selected VLAN
Mask profile.

DHCP Server Displays the status of the server.

Default DHCP Relay Option

Append Relay Agent Switch the toggle to enable / disable the built-in DHCP server on
Option Vigor switch.

O - means “Enable”.
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- means “Disable”.

Packets Contain Relay = Set the packet processing method.

Agent Option Drop - Received packets which already contain relay information
will be discarded.

Keep - All packets are forwarded, relay information already
present will be ignored.

Replace - Relay information already present in a packet is
stripped and replaced with the router’s own relay information.

To add a new interface, click the "+Add Interface’ to open the edit page.

Configuration / L3 Network

IP Network Add Interface X

Comment VLAN ID VLAN Name IP Address / Subnet Mask DHCP Server ' 10w

entries Show A « entries
Default DHCP Relay Option ~ -
Cancel n
Available settings are explained as follows:
Item Description
Add Interface
Comment Enter a brief comment for the VLAN ID.
VLAN ID Use the drop down list to select one VLAN ID.
VLAN Name Displays the name of the VLAN profile related to the VLAN ID
number selected above.
IP Address Enter the IP address for the selected VLAN ID.
Subnet Mask Enter the subnet mask for the IP address set above.
DHCP Server Disable - Select to disable the DHCP server function.

Enable - Select to enable the DHCP server function.

Relay - If you want to use another DHCP server in the network
other than the Vigor switch’s, you can let DHCP Relay help you to
redirect the DHCP request to the specified location.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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lI-4-2 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. With the Bind IP to MAC feature you can reserve LAN IP addresses for LAN clients. Each
reserved IP address is associated with a Media Access Control (MAC) address.

II-4-2-1 MAC-IP Binding List

This page displays the MAC-IP Binding List and allows the user to add a new profile or edit/

delete an existed profile

Configuration / L3 Network

P Network

Bind IP to MAC
Index MAC Address
Showing O to 0 of O entries

VLAN Routing

IP Address

No data available in table

Available settings are explained as follows:

ltem

+Add Binding IP
Index
MAC Address

IP Address

Option

Description

Click to create a new binding list profile.

Option

Show Al w | entries

Displays the index number of the binding list profile.

Displays the MAC address of the binding list profile.

Displays the IP address of the binding list profile.

- Click to modify the settings of the selected entry.

[T - Click it to remove the selected entry.

To add a new binding IP, click the "+Add Binding IP" to open the edit page.
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Configuration / L3 Network

P Network Bind IP to MAC LAN Routing
Bind IP to MAC Add Binding IP X
MAC-IP Binding List DHCP Table
X
t Add Binding IP
Index MAC Address IP Address Option
A
Mo data available in table

Showing 070 0 of 0 entries Show| Al v entries

Cance! “

Available settings are explained as follows:

Item Description

IP Address Enter the IP address.

MAC Address Enter the MAC address of the device to be bound with the IP
address.

+Add Click to create more binding IP settings.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

II-4-2-2 DHCP Table
This page displays a table of DHCP servers used by "Bind IP to MAC".

Configuration / L3 Network

P AC VLAN Routing
Bind IP to MAC
AAC-IP Binding List DHCP Table
IP Address MAC Address Host ID Lease Time Start Lease Time End
1 92.168.1.12 14:49.BCAT3FE3 FIXED_IP FIXED_IP
Showing 1to 1cf 1 entries Show | Al v entries

54



tem

IP Address
MAC Address

Host ID

Lease Time Start

Lease Time End

II-4-3 VLAN Routing

Description

Displays the IP address of the DHCP server.
Displays the MAC address of the DHCP server.
Displays the name of the DHCP server.
Displays the starting point of the lease time.

Displays the ending point of the lease time.

Static routing is a process that the system network administrator can configure the network
with all the required information for packet forwarding. Each VLAN can include several P
address with the same subnet. The network administrator can specify some IP addresses (with
different subnets) and different VLANs for establishing a commmunication channel.

€@ Dashboard

VLAN Routing

== Configuration
General Setup
VLAN Setup

Static Route
MAC Address Table

Port Setup
Multicast
ONVIF Surveillance

RADIUS/TACACS +

Q@ security

88 utiities
B3 Monitoring
A Syster

@ support

Configuration / L3 Network

«©

Destination IP Address/Subnet Mask Next Hop Option

cancel m

Available settings are explained as follows:

ltem

Vlan Routing

VLAN Routing Enabled

Static Route
+Add Static Route

Destination IP
Address/Subnet Mask

Next Hop

Option

Description

Switch the toggle to enable / disable this function.
O - means “Enable”.

- means “Disable”.

Create a new static route.

Displays the IP address/subnet mask of the static route.
Displays the type (none, gateway, interface) of the next hop.

oy

- Click to modify the settings of the selected entry.
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Reset - Click it to return to the factory default setting.

To add a new static route setting, click the "+Add Static Route " to open the edit page.

Configuration / L3 Network

VLAN Routing Add Static Route

Static Route 255255.255.0

Destination IP Address/Subnet Mask MNext Hop Option

Cancel m

Available settings are explained as follows:

Item Description

Destination IP Address = Enter the IP address.
Subnet Mask Enter the subnet mask for the above IP address.

Next Hop Select Gateway or Interface to enter the IP address or choose
VLAN ID number.

Gateway I[P Address It is available when Gateway is selected as the Next Hop.
Enter the IP address of the gateway.

Interface It is available when Interface is selected as the Next Hop.
Use the drop down list to specify the VLAN ID number.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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II-5 Port Setup

[I-5-1 General

This page allows a user to configure settings for POE and configure priority of each port for
supplying PoE power. While maximum power budget is reached, the power will be served
starting with critical priority.

If the priority setting for all GE ports is configured as the same value (e.g, High); then, GE1 will
have the highest priority to obtain PoE power in actual operation.

Configuration / Port Setup

Port Setup

o4 ad prem] & o

1a0m oon m25G G W0G
Genera LA GV icast STP Qo
*  Port Description Port Enabled CCTV Mode Port Speed Link Status Fiber Media Type Duple: Option
10GET Enabled Disabled Auto Down = ae & G
10GE2 Enabled Auto Down Auto 7
10GE3 Enabled Auto Down Auto 74
Available settings are explained as follows:
ltem Description
Port Displays the LAN ports (2.5GE1 to 2.5GE24, 10GE] to 10GEB).
Description Displays the comment of the selected port.
Port Enabled Displays the status (Enabled or Disabled) of the LAN port.
Port Speed Displays the port speed capability.
Link Status Displays the connection status.
Fiber Media Type Displays the fiber media type of the LAN port.
Duplex Displays the port duplex (auto/half/full) capability.
Flow Control Config Displays if the function of Flow Control Config is enabled or
disabled.
Flow Control Status Displays the current operational status of Flow Control Config.
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EEE Enable Displays if the function of EEE is enabled or disabled.

EEE State Displays the current operational status of EEE.

Option 4 . . .
- Click it to modify the port setting.

- Clear current settings and return to factory default settings.

oy

To modify settings for a port, click the link to open the setting page.

Configuration / Port Setup

Port Setup Port setting X

E E E E - Ej} o) N Hide Advanced Mode

o ER
100M i00oM  MZ5G 56 WG
Generdl VLAN GVRP Multicast STP Qos
Auto -
Autor
T Port Description Port Enabled CCTV Mode Option
10GE1 Enablzd Disadled Z C S «©
10GE2 Enabled Disabled 7 C

s [

Available settings are explained as follows:

ltem Description
Port Setting

Show [ Hide Advanced  Click to display or hide the advanced settings.
Mode

Port Displays the port number.

Description Enter a brief explanation for the selected port.

Port Enabled Enable/disable the settings of the selected port.

PoE Port Enabled (PoE Enable/disable the PoE feature of the selected port. If enabled, this
Global Mode: Auto) port can be used for connecting the PoE device.

POE Priority Select Priority for PoE device.

Critical - Set PoE device to highest priority connection.
High —Set PoE device to high priority connection.
Low —Set PoE device to low priority connection.
Power Limit This setting is available when Manual is selected as PoE Mode.

Enter the value (30W [ 15.4W) as the maximum limit of power given
to each physical port.
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PoE Schedule

CCTV Mode

Port Speed

Duplex

Flow Control Enabled

Specify the PoE port for applying the schedule. Before choosing,
the POE mode must be set as Manual.

Use the drop down list to choose the schedule profile (from 1to 15).
Enable/disable the settings of CCTV Mode.

Port speed capabilities:
Auto: Auto speed with all capabilities.
Auto(100M): Auto speed with 100M ability only.
Auto(1000M): Auto speed with 1000M ability only.
Auto(2.5G): Auto speed with 2.5G ability only.
Auto(5G): Auto speed with 5G ability only.
Auto(10G): Auto speed with 10G ability only.
100M: Force speed with 100M ability.
1000M: Force speed with 1000M ability.
2.5G: Force speed with 2.5G ability.
BG: Force speed with 5G ability.
10G: Force speed with 10G ability.

Selecting Auto (auto-negotiation) allows one port to negotiate
with a peer port automatically to obtain the connection speed
and duplex mode that both ends support. When auto-negotiation
is turned on, a port on the switch negotiates with the peer
automatically to determine the connection speed and duplex
mode. If the peer port does not support auto-negotiation or turns
off this feature, the switch determines the connection speed by
detecting the signal on the cable and using half duplex mode.
When the switch's auto-negotiation is turned off, a port uses the
pre-configured speed and duplex mode when making a
connection, thus requiring you to make sure that the settings of
the peer port are the same in order to connect.

For SFP fiber module, you might need to manually configure the
speed to match fiber module speed.

Port duplex capabilities:
Auto: Auto duplex with all capabilities.
Half: Auto speed with 10/100M ability only.
Full: Auto speed with 10/100/1000M ability only.

A concentration of traffic on a port decreases port bandwidth and
overflows buffer memory causing packet discards and frame
losses. Flow Control is used to regulate transmission of signals to
match the bandwidth of the receiving port. The switch uses
I[EEEB02.3x flow control in full duplex mode and backpressure flow
control in half duplex mode. IEEE802.3x flow control is used in full
duplex mode to send a pause signal to the sending port, causing
it to temporarily stop sending signals when the receiving port
memory buffers fill. Back Pressure flow control is typically used in
half duplex mode to send a “collision” signal to the sending port
(mimicking a state of packet collision) causing the sending port to
temporarily stop sending signals and resend later.

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.
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Port Isolation It allows the network administrator to configure protected port
setting to prevent the selected ports from communication with
each other. Port isolation is only allowed to communicate with
unprotected port.

For example, GEl and GE3 are selected in Port List and Enable is
clicked as port isolation, then users behind GE1 and GE3 are
separated and can not communicate with each other.

Enable / Disable — Switch the toggle to enable / disable this

function.
LACP Priority Enter a port priority number for the port.
LACP Timeout The timeout option decides how local switch of LAG connection

determines connection to be lost. Switch would also notify the
remote switch about this setting value, so that remote switch can
send LACP PDU in correct timing.
Short - LACP PDU will be sent per second. If port member is not
seen over 3 seconds, it will cause port member timeout.
Long - LACP PDU will be sent every 30 seconds. If port member is
not seen over 90 seconds, it will cause port member timeout.

EEE Enable or disable port EEE (Energy Efficient Ethernet) function for
the selected port.

After finishing this web page configuration, please click OK to save the settings.

II-5-2 VLAN

This page allows a user to configure interface (GE) settings related to VLAN.
Voice VLAN

With voice VLAN, a VLAN will be created temporarily and when the specified OUI device delivers
protocol packets related to “VolP”, VigorSwitch will guide these packets into the specified Voice
LAN with specified priority tag to speed up the packet transmission. The voice VLAN is only
active inside VigorSwitch for packet transmission. After these packets leave VigorSwitch, the
Voice VLAN tag will be removed immediately.

Surveillance VLAN

Surveillance VLAN can be configured for VigorSwitch to identify the packets coming from an IP
camera automatically and assign those traffics to a specific VLAN ID and CoS/802.1p value,
this helps you to prioritize those traffics and improve video quality.
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Configuration / Port Setup

Port Setup

General LAM GVRP Mukicast

Port VLAN Mode PVID

100M ioooM  MmZ3G 5 mtG
5TP Qo
Tagged VLAN Untagged VLAN Forbidden VLAN Accept Frame Type In Option
Al fr & C
All & C
Al r & C
All Er A4 (%

Available settings are explained as follows:

tem
Port

VLAN Mode
PVID
Tagged VLAN

Untagged VLAN

Forbidden VLAN
Accept Frame Type

Ingress Filtering

Description

Displays the LAN port number.

Displays VLAN mode of the interface.

Displays the Port VLAN ID of the interface.

Displays the VLAN profile (ID number) tagged in the VLAN interface.

Displays the VLAN profile (ID number) untagged in the VLAN
interface.

Displays the VLAN profile (ID number) used by the VLAN interface.
Displays the acceptable-frame-type of the specified interfaces.

Displays the status (enabled/disabled) of ingress filtering.

Option S . . .
- Click it to modify the VLAN interface settings.
"~ - Clear current settings and return to factory default settings.
To modify settings for a port, click the link to open the setting page.
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Configuration / Port Setup

Port Setup Interface Setting x

ofa) & 5] @ |2

agged VLA Select Here

100M 000N W25G 5 m0G
Ganerz LA GVRP hulticast STP Qos
[ VLAN Select Here
Port VLAN Mode PVID Tagged VLAN Untagge Option TPID
10GE1 Trunk 1 1 e N
0GEz Trunk 1 1 & C

s [

Available settings are explained as follows:

ltem Description

Interface Setting

Show [ Hide Advanced = Click to display or hide the advanced settings.
Mode

Port Displays the selected LAN port number.

VLAN Mode Select the VLAN mode of the interface.
Hybrid — Support all functions as defined in IEEE
802.1Qspecification.

Trunk - An untagged member of one VLAN at most, and is a
tagged member of zero or more VLANSs.

Access — Accepts only untagged frames and join an untagged

VLAN.
Tunnel - Accepts only untagged frames and join an untagged
VLAN.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged

frames received on a port so that the frames are forwarded to the
VLAN group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Accepted Type Specify the acceptable-frame-type of the specified interfaces. It's
only available with Hybrid mode.

All - Accept frames regardless it's tagged with 802.1q or not.
Tag Only - Accept frames only with 802.1q tagged.
Untag Only - Accept frames untagged.

Ingress Filtering Enable the ingress filtering to filter out any packets not belong to
any VLAN members of this port. It is enabled automatically while
operating in Access and Trunk mode.
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Tagged VLAN

Untagged VLAN

Specify the VLAN profile tagged in the VLAN.

Specify the VLAN profile untagged in the VLAN.

Below shows settings for Advanced Mode

Forbidden VLAN

Voice VLAN Enabled

Voice VLAN CoS Mode

Surveillance VLAN
Enabled

Surveillance VLAN
Mode

Surveillance VLAN QoS
Policy

MAC VLAN Binding

Protocol VLAN Binding

The selected GE port only allows default VLAN packet to pass
through.

Enable / Disable - Switch the toggle to enable / disable the LAN
port(s) as forbidden VLAN port.

O - means “Enable”.

- means “Disable”.

Enable / Disable — Switch the toggle to enable / disable the LAN
port(s) as Voice VLAN port.

All - Once this port is identified as Voice VLAN by frame with
matched OUI, remark CoS/802.1p shall tag for all ingress frame
regardless of remarked frame matched with pre-configured OUI
or not.

Src (Source) - Once this port is identified as Voice VLAN by frame
with matched OUl, remark CoS/802.1p shall tag for only the
matched ingress frame with pre-configured OUL

Enable / Disable — Switch the toggle to enable / disable the LAN
port(s) as Surveillance VLAN port.

0 - means “Enable”.

- means “Disable”.

Select port surveillance VLAN mode.

Auto - Surveillance VLAN auto detect packets that match OUI
table and add received port into surveillance VLAN ID tagged
memober.

Manual - User need add interface to VLAN ID tagged member
manually.

Select port QoS Policy mode.

Video Packet - QoS attributes are applied to packets with OUI in
the source MAC address.

All - Qos attributes are applied to packets that are classified to
the Surveillance VLAN.

Enable/disable the function of MAC VLAN Binding.

+Add - Click to create a new MAC VLAN binding profile.

Click to create a new protocol VLAN binding profile.

+Add - Click to create a new protocol VLAN binding profile.

After finishing this web page configuration, please click OK to save the settings.
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II-5-3 GVRP

This page allows the network administrator to configure registration mode (e.g, Normal, Fixed
or Forbidden) of GVRP (GARP VLAN Registration Protocol) for each GE port.

Such function can eliminate unnecessary network traffic and prevent any attempt to transmit
information to unregistered users.

Configuration / Port Setup

Port Setup

ofal O E o] @

General WLAM GVRF Mub
Port Enabled
10GE1 Diszbled
0GEZ Diszbled
10GE3 Diszbled
nCEA Micahlad

Q

.= OO0R L

100K 1000 W2.5G 5G WG
ticast STP Qos
VLAN Creation Registration Option
Enabled Normal 7 C
Enabled Normal & C
Enabled Normal 7 C
Enshlad Nzl e

Available settings are explained as follows:

ltem

Port

Enabled

VLAN Creation
Registration

Option

Description

Displays the LAN port number.
Displays the status (Enabled/Disabled) of the GVRP port setting.
Displays the status (Enabled/Disabled) of the VLAN Creation.

Displays the registration mode for each GE/LAG port.

oy

- Click it to modify the GVRP settings.

" - Clear current settings and return to factory default settings.
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To modify settings for a port, click the 4 link to open the setting page.

Configuration / Port Setup

Port Setup

o) OdE

GVRP Port Setting *

@ o woce

Hormal Forbidden |

100M 1000M  WZ2.5G 5G E0G
Genarz VLAN VAP Multicast STP Qo5
Port Enabled VLAN Creation Registration Opticn
10GE1 Disabled Enabled Normal 7 C
10GE2 Cisabled Enatles Narmal & C

s [

Available settings are explained as follows:

tem

GVRP Portsetting

Port

Enabled

Dynamic VLAN
Creation

Registration

(0] ¢

Description

Displays the port number.

Enable / Disable — Switch the toggle to enable / disable the GVRP
port setting.

o - means “Enable”.

- means “Disable”.

Switch the toggle to enable / disable the VLAN creation.

There are three modes to be specified.

Normal — Default setting. All packets can pass through the
selected GE port.

Fixed — The selected GE port only sends static VLAN information to
neighboring device and allows static VLAN packet to pass
through.

Forbidden — The selected GE port only allows default VLAN packet
to pass through.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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[I-5-4 Multicast

IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links need which IP multicast streams. Multicasts may be filtered from the links which do
not need them and thus controls which ports receive specific multicast traffic.

MLD Snooping

MLD snooping does the same thing as IGMP snooping. The difference is that IGMP snooping
acts on IPv4 packets; MLD snooping acts on IPv6 packets. MLD snooping is the process of
listening to Multicast Listener Discovery network traffic. It can examine IPv6 packets and
forward these packets to designate location via VLAN port members.

Throttling

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that the

user can enjoy.

The Throttling page is used for configuring the maximum number (0~256) of IGMP group that a
user on a switch port can join. After defined the maximum number, each switch port interface
can be set to deny the IGMP join report or set to replace randomly selected multicast interface
with received IGMP join report.

Configuration / Port Setup

Port Setup

QA 5o orena| @

Q0

- = OIOICIE L

100h1 1000M  m25C 5C mcG
General VLAN GVRP ulticast STP QoS
Port IGMP Snooping Throttling Max. Group IGMP Snooping Throttling Exceed Action MLD Snooping Throttling Max. Group MLC
0G 024 Deny 1024 Den
10GEZ 1024 Den; 1024 Den:
10GE3 024 Deny 1024 Den
Ta'e nN2A Nan, an Nan:
Available settings are explained as follows:
Item Description
Port Displays the GE/LAG port number.
IGMP Snooping Displays the maximum number of IGMP group profile.

Throttling Max. Group
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IGMP Snooping Displays the action performed when the number of IGMP join

Throttling Exceed reports for the specified interface exceeds the value defined in
Action Max Group.

MLD Snooping Displays the maximum number of MLD group profile.

Throttling Max. Group

MLD Snooping Displays the action performed when the number of MLD join
Throttling Exceed reports for the specified interface exceeds the value defined in
Action Max Group.

Option ;

- Click it to modify the multicast settings for each port.

" - Clear current settings and return to factory default settings.

my

To modify settings for a port, click the link to open the setting page.

Configuration / Port Setup

Port Setup Multicast Port Setting hs

o4 0 E [orcma] #

10GE1

L&)

IGMP Snooping

- =N
.= OO0 Ll LD Sncapn
s 1 2 3 4 5 6 ping
00 1000M  WZ2.5G G WG
General VLAN GVRP fufticast STP Qos
Port IGMP Snooping Throttling Max. Group IGMP Snooping Throttling Exceed Act

10GE1 1024 Deny

10GE2 1024 Dery

Cancel “

Available settings are explained as follows:

ltem Description

Multicast Port Setting
Port Displays the port number.
IGMP Snooping

Throttling Max. Group Define the maximum number of IGMP group profile that a user on
the switch can join. If “0" is selected, then such interface (port) can
join all of the IGMP group profiles (defined in Filtering Profile).

Throttling Exceed VigorSwitch will perform the action defined below when the
Action number of IGMP join reports for the specified interface exceeds
the value defined in Max Group.

Deny - It is default setting. The IGMP join report (for multicast
service) received by such interface will be discarded.

Replace — When it is selected, a new group with IGMP report
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received will replace the existing group.
MLD Snooping

Throttling Max. Group Define the maximum number of MLD group profile that a user on
the switch can join. If “0" is selected, then such interface (port) can
join all of the MLD group profiles (defined in Filtering Profile).

Throttling Exceed VigorSwitch will perform the action defined below when the
Action number of MLD join reports for the specified interface exceeds the
value defined in Max Group.

Deny - It is default setting. The MLD join report (for multicast
service) received by such interface will be discarded.

Replace — When it is selected, a new group with MLD report
received will replace the existing group.
oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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lI-5-5 STP

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for
any bridged Ethernet local area network.

Bridge Protocol Data Units (BPDUs) are frames that contain information about the Spanning
Tree Protocol (STP). Switches send BPDUs using a unique MAC address from its origin port and
o multicast address as destination MAC (01:80:C2:00:00:00, or 01:00:0C:CC:CC:CD for Per VLAN
Spanning Tree).

For STP algorithms to function, the switches need to share information about themselves and
their connections. What they share are bridge protocol data units (BPDUSs).

BPDUs are sent out as multicast frames to which only other layer 2 switches or bridges are
listening. If any loops (multiple possible paths between switches) are found in the network
topology, the switches will co-operate to disable a port or ports to ensure that there are no
loops; that is, from one device to any other device in the layer 2 network, only one path can be
taken.

Configuration / Port Setup

Port Setup

v 0 ] @ o

100m1 M W25 G W0G
General WLARN GVRP Multicast STP Qos
Port Admin Enabled BPDU Filter BPDU Guard Path Cost Priority Edge Port P2P Option Option
10GE1 Enabled Disabled Disabled 0 128 No Auto & C
10GEz Enabled Disabled Diszbled 0 122 No Auto & C
Enabled Disabled Disabled 0 128 No Auto & C
10GE4 Enabled Disabled Diszbled 0 122 No Auto & C
Available settings are explained as follows:
ltem Description
Port Displays the LAN port number (10GE1 to 10GEB, LAG] to LAGS).
Admin Enabled Displays the status (enabled/disabled) of Admin Enabled.
BPDU Filter Displays the status (enabled/disabled) of BPDU Filter function.
BPDU Guard Displays the status (enabled/disabled) of BPDU Guard function.
Path Cost Displays the value of transmitting a frame onto a LAN through that
port.
Priority Displays the priority value for the port interface.
Edge Port Displays the status (enabled/disabled) of Edge Port function.
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P2P Option

Option

To modify settings for a port, click the

Configuration / Port Setup

Port Setup

- = Q008 S

Displays the STP of link type (All, Yes, No) on this port.

oy

- Click it to modify the STP port setting.

- Clear current settings and return to factory default settings.

oy

link to open the setting page.

STP Port Setting b4

Enabled

100M 000M  EZ5C 5

General LA G\ hMulticast STP Qos Auto Yes o |
Port Admin Enabled BPDU Filter BPDU Guard Path Cos Option
0GET Enabled Dizabled Dizzbled 0 & C
10GE2 Enabled Disabled Disabled 0 g C

Cancel n

Available settings are explained as follows:

ltem
STP Port Setting

Show [ Hide Advanced
Mode

Port
Admin Enabled

BPDU Filter

BPDU Guard

Path Cost

Priority

Description

Click to display or hide the advanced settings.

Displays the selected LAN port number.

Displays the status of Admin Enabled.

Switch the toggle to enable / disable the function of dropping all
BPDU packets and no BPDU will be sent.

0 - means “Enable”.

- means “Disable”.

BPDU Guard further protects your switch by turning this port into
error state and shutdown if any BPDU received from this port.
Check it to enable such function.

Path cost is the cost of transmitting a frame on to a LAN through
that port. It is recommended to assign this value according to the
speed of the bridge. The slower the mediq, the higher the cost.
Entering 0 means the switch will automatically assign a value.
Specify a priority value for the switch. The smaller the priority
value, the higher the priority and greater chance of becoming the
root.
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Edge Port In the edge mode, the interface would be put into the Forwarding
state immediately upon link up. If the edge mode is enabled for
the interface and there are BPDUs received on the interface, the
loop might be occurred in the short time before the STP state
change.

Switch the toggle to enable / disable the function.

P2P Option Auto - VigorSwitch determines the STP of link type for this port
automatically.

Yes — It means the STP of link type on this port is full-duplex and
directly connect to another switch or host.

No - It means the STP of link type on this port is “not” full-duplex
and “does not” directly connect to another switch or host.

After finishing this web page configuration, please click OK to save the settings.
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II-5-4 QO0S
This page is used to configure port settings for QoS. The configuration result for each port will
be displayed on the table listed on the lower side of this web page.
Ingress Rate Limit

It allows a user to configure ingress port rate limit. The ingress rate limit is the number of bits
per second that can be received from the ingress interface. Excess bandwidth above this limit
is discarded.

Egress Shaping Rate

It allows a user to configure egress port rate limit. The egress rate limit is the number of bits per
second that can be received from the egress interface. Excess bandwidth above this limit is
discarded.

Configuration / Port Setup

Port Setup

an OE prceis] & o

Manior
et

- = OCIE S

100M 1000M W25G 5G m10G
General VLAN G Multicast STP Qo5
Port Trust Port Ingress Default CoS Egress Remark CoS Egress Remark DSCP/IP Precedence Ingress Rate: Limit t Option
10GET Enabled 0 Disabled Disabled Disabled
10GE2 Enabled 4 Disablex Disabled
10GE3 Enabled 0 Disablad Dizabled
10GE4 Enabled ¢ Disabled Disabled
Available settings are explained as follows:
ltem Description
Port Displays the port profiles (10GEI to 10GEB, LAGT to LAGS).
Trust Port Displays if the traffic follow the trust mode in general setting
(Enabled/Disabled).
Ingress Default CoS Displays the default CoS priority value for those ingress frames.
Egress Remark CoS Displays the status (Enabled/Disabled) of the function.
Egress Remark Displays the status (Enabled/Disabled) of the function.
DHCP/IP Precedence
Ingress Rate Limit Displays the value of the ingress rate limit. If this function is
disabled, then Off will be shown instead.
Egress Rate Shaping Displays the value of the egress rate shaping. If this function is

disabled, then Off will be shown instead.
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Option

To modify settings for a port, click the

Configuration / Port Setup

oy

- Click it to modify the QoS port setting.

" - Clear current settings and return to the factory default
settings.

link to open the setting page.

Port Setup QoS Port Setting *
10GE1
100M 1000M  mZ25G G W10G 0
General VLAN GWRP Mulicast STP Qos
Port Trust Port Ingress Default CoS Egress Remark CoS Option ()
10GET Enabled o Diszbled
Kbps
10GE2 Enabled C Diszbled
10GE3 Enabled 0 Ciszbled (/
0z Enabled ¥ Diszbled Kbps
10GES Enabled o Disabled
10GE6 Enabled 0 Disabled
LA o Diszbled
LAG: c Disabled

Cancel “

Available settings are explained as follows:

ltem
QoS Port Setting

Port

Trust Port

Ingress Default CoS

Egress Remark CoS

Egress Remark DSCP/IP
Precedence

Ingress Rate Limit

Description

Displays the port profiles (10GEI to 10GEB, LAGT to LAGS).
Switch the toggle to enable / disable this function.
O - Traffic will follow trust mode in general setting.

- No QoS service for this port.

Specify the default CosS priority value for those ingress frames
without given trust QoS tag (802.1q/DSCP/IP Precedence,
depending on configuration).

Enable / Disable — Switch the toggle to enable / disable this
function.
Switch the toggle to enable / disable this function.

DSCP - Egress traffic will be marked with DSCP value according to
the Queue to DSCP mapping table.

IP Precedence - Egress traffic will be marked with IP Precedence
value according to the Queue to IP Precedence mapping table.

The ingress rate limit is the number of bits per second that can be
received from the ingress interface. Excess bandwidth above this
limit is discarded.
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Switch the toggle to enable / disable this function.
Enter the rate value,<16-1000000>,unit:16 Kbps.
Egress Rate Shaping The egress rate limit is the number of bits per second that can be

received from the egress interface. Excess bandwidth above this
limit is discarded.

Switch the toggle to enable / disable this function.
Enter the rate value,<16-1000000>,unit:16 Kbps.

After finishing this web page configuration, please click OK to save the settings.
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II-6 Multicast

IP multicast is a technique for one-to-many communication over an IP infrastructure in a
network.

To avoid the incoming data broadcasting to all GE ports, multicast is useful to transfer the
data/message to specified GE ports for IGMP snooping. When VigorSwitch receives a message
“subscribed” by the client, it must decide to transfer the data to specified GE ports according
to the location of the client (subscribed member).

II-6-1IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map of
which links heed which IP multicast streams. Multicasts may be filtered from the links which do
not need them and thus controls which ports receive specific multicast traffic.

Multicast packets (IPv4) transmission without IGMP snooping Multicast packets (IPv4) transmission with IGMP snooping

LI |1

‘N\ 1]

= B
"= —="\jigor router

Source Source

IGMP
Snooping

VigorSwitch VigorSwitch

Receiver: Host A Host B Receiver: Host C

b |

|
I
I
|
|
I
|
|
I
|
I
|
I
|
|
I
Receiver: Host A Host B Receiver: Host C 1

[ Multicast Packet
—

75



II-6-1-1 IGMP Snooping

Configuration / Multicast

MVR MLD Snooping
IGMP Snooping
n v3(BISS ‘
VLAN Setting
VLAN ID VLAN Name
1 1 default
Group Table
+ Ad
VLAN ID Group IP Address

Filtering Profile

IGMP Snooping Status Immediate Leave

Disabled

Disabled

Member Ports Type

No data available in table

Available settings are explained as follows:

tem

IGMP Snooping Enable

IGMP Snooping Version

Report Suppression

Description

Life (Sec)

Querier Status Static Router Ports =

Diszbled - & C

Option

Enable / Disable — Switch the toggle to enable / disable this

function.
O - means “Enable”.

- means “Disable”.

Set the IGMP snooping version.

v2 - Only support process IGMP v2 packet.

v3 - Support v3 basic and v2.

It allows the switch to handle IGMP reports between router and

host, suppressing bandwidth used by IGMP.

Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.
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lI-6-1-2 VLAN Setting

This page allows you to enable/disable IGMP function, select snooping version, and
enable/disable snooping report suppression.

VLAN Setting
Search
VLAN ID VLAN Name IGMP Snooping ... Immediate Leave Querier Status Static Router Ports Forbidden Route.. Expiry Time (sec.) =|
1 1 default Disabled Disabled Disabled
2 10 Guest VLAN Disabled Disabled Disabled

Available settings are explained as follows:

Item Description
VLAN ID Displays the VLAN ID number of the VLAN profile.
VLAN Name Displays the name of the VLAN profile.

IGMP Snooping Status  Displays the status (Enabled/Disabled) of the IGMP function.

Immediate Leave Displays the status (Enabled/Disabled)
Querier Status Displays the status (Enabled/Disabled) of IGMP querier function.
Static Router Ports Displays the LAN Port (GE/LAG) to send out query to remote host.

Forbidden Router Ports = Displays the forbidden LAN Port (GE/LAG).
Expiry Time (sec.) Displays the time before querier is considered no longer existed.

Click it to modify the IGMP setting.
Clear current settings and return to factory default settings.
To modify settings for a port, click the link to open the setting page.

Configuration / Multicast

MVR MLD Snooping

IGMP Snooping IGMP Settings *

VLAN Setting "N
VLAN ID VLAN Name IGMP Snooping Status ] = (:
1 1 default Disabled C & .
Group Table
4 B
VLAN ID Group |P Address Member Ports Type Life (Sec)
Mo data available in table

Cancel n
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Available settings are explained as follows:

ltem
IGMP Setting

Show [ Hide Advanced

Mode
VLAN ID

VLAN Name

General

Description

Click to display or hide the advanced settings.
Displays the VLAN ID number of the VLAN profile.
Displays the name of the VLAN profile.

IGMP Snooping Enabled — Switch the toggle to enable / disable
this IGMP snooping function.

0 - means “Enable”.

- means “Disable”.

Below shows settings for Advanced Mode

Router Ports Auto
Learn

Query Robustness

Query Interval

Query Response
Interval

Last Member Query
Counter

Last Member Query
Interval

Immediate Leave

IGMP Querier

IGMP Static Group

Switch the toggle to enable / disable this function. Set the
enabling status of IGMP router port learning. The server will learn
router port by IGMP query.

Set a number which allows tuning for the expected packet loss on
a subnet.

Set the interval of querier to send the general query.

It specifies the maximum allowed time before sending a
responding report in units of 1/10 second.

After querying for specified times (defined here) and still not
receiving any response from the subscribed member, VigorSwitch
will stop transmitting data to the related GE port(s).

The maximum time interval between counting each member
query message with no responses from any subscribed member.

Leave the multicast group immediately on the port & VLAN where
leave message is sent from, regardless there is still a subscribed
member or not. Click Enable to enable Fastleave function.

IGMP Querier Enable - Switch the toggle to enable [ disable this
function.

In Advanced Mode,
Querier Version - Set the IGMP snooping version.
v2 - Only support process IGMP v2 packet.

v3 - Support v3 basic and v2.
For maximum compatibility, it is suggested to use querier version
lower than IGMP snooping version, for there is possible network
mixed with IGMP v2/v3 client and v2 query message is widely
understandable for those clients.

The IGMP static group is allowed to assign a VLAN/port as a
specific IPv4 multicast member. Every IPv4 multicast stream that
belongs to the specified group IP address will be forwarded to the
specified port/VLAN member.

Enable / Disable — Switch the toggle to enable / disable this
function.

+Add - Click to create a new group.
Group IP Address - Specify the IPv4 multicast address you wish
to assign for the static group (defined in VLAN ID).
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IGMP Router

IGMP Forward All

Member Ports - Specify the port(s) that static group with given
IPv4 multicast address shall include.

Static Router Ports - Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden Router Ports - Use the drop down list to specify
forbidden LAN Port (GE/LAG).

Static Forward All Ports - Use the drop down list to specify LAN Port
(GE/LAG). Later, the multicast packets will be delivered to the
network device connected by these ports.

Forbidden Forward All Ports - Use the drop down list to specify
forbidden LAN Port (GE/LAG). Later, the multicast packets will not
be delivered to the network device connected by these ports.

After finishing this web page configuration, please click OK to save the settings.

II-6-1-3 Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the
assigned IPv4 multicast address group in operation.

Group Table

T Add

VLAN ID

Group IP Address Member Ports Type Life (Sec.)

No data available in table

Available settings are explained as follows:

ltem

+Add
VLAN ID
Group IP Address

Member Ports

Type

Life (Sec.)

Description

Click to create a new profile.
Display the VLAN of this multicast group belongs to.
Display the multicast address of this multicast group.

Display the port(s) where subscribing member of this multicast
group belongs to.

Display if it is dynamically learned or statically assigned.

Display the life time of this multicast member left if no
membership report sent again.

To add a new group, click the +Add link to open the setting page.

Group Table

VLAN ID Group |P Address

Select Here

Member Parts Type Life (Sec.) Option

Select Here

Available settings are explained as follows:

ltem

VLAN ID

Description

Specify a VLAN profile as IGMP Static Group.
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Group IP Address It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv4 multicast address you wish to assign for the static
group (defined in VLAN ID).

Member Ports Specify the port(s) that static group with given IPv4 multicast
address shall include.

After finishing this web page configuration, please click OK to save the settings.

II-6-1-4 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that the

user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast. It has
nothing to do with the general IGMP query.

Filtering Profile

Profile ID Start Address End Address Action Binding Ports Option

Available settings are explained as follows:

ltem Description

+Add Click to create a new profile.

Profile ID Displays the index number of a filtering profile.

Start Address Displays the starting point for the IP range.

End Address Displays the ending point for the IP range.

Action Displays the action performed for this profile.

Binding Ports Displays the interface (GE/LAG) selected for this profile.

To add a new profile, click the +Add link to open the setting page.
Filtening Profile

- Add

Profile ID Start Address End Address Action Binding Ports

Cancel n

Available settings are explained as follows:

ltem Description

80



+Add Click to have new fields for creating a new profile.

Profile ID Enter one filtering profile (1~128) for IGMP snooping.

Start Address Enter an IP address as the starting point for the IP range.

End Address Enter an IP address as the ending point for the IP range.

Action Allow — When it is selected, the request for multicast traffic will be

forwarded to the multicast group normally.

Deny - It is default setting. The forwarding request of multicast
traffic will be discarded.

Binding Ports Select the GE/LAG port(s) (interfaces) for filtering profile to process
multicast traffic.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

lI-6-2 MVR

Multicast VLAN Registration (MVR) can route packets received in a multicast source VLAN to
one or more desination VLANs. LAN users are in the destination VLANs and the multicast server
is in the source VLAN.

MVR can continuously send multicast stream for traffic in the multicast VLAN, but isolate the
streams from the source VLANs for bandwidth and security reasons.

In general, MVR is able to:
Identify the MVR IP multicast streams and their associated IP multicast group.
Intercept the IGMP messages

Configuration / Multicast

MVR

1 (default)~

=

alalalls=

Cancel “

Available settings are explained as follows:

ltem Description
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MVR Enabled

VLAN ID

Mode

Group Start

Group Count

Query Time

(0] ¢

Switch the toggle to enable / disable the MVR function.
o - means “Enable”.

- means “Disable”.

Choose one VLAN profile from the drop down list as multicast
source VLAN which will receive multicast data. All source ports
must belong to this VLAN. The default is VLAN 1.

Note: Each VLAN ID shall be configured with group address and
member port.

There are two modes offered for MVR operation.

Comaptible — Multicast data received by MVR hosts (multicast
server) will be forwarded to all MVR receiver ports.

Dynamic — Multicast data received by MVR hosts (multicast
server) on VigorSwitch will be forwarded from those MVR data and
client ports grouped under MVR server.

Enter an IP address. Any multicast data sent to this IP address will
be sent to all source ports on VigorSwitch; and all receiver ports
will accept [receive data from that multicast address.

Select a number to configure a contiguous series of MVR group
addresses (the range for count is 1to 128; the default is 1.

Use the drop down list to define the maximum time (1- 10
seconds) to wait for IGMP report members on a receiver port
before the port is removed from multicast group.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.

82



II-6-2-1 Port Setting

It is necessary to specify destination port and source port (GE/LAG) for Vigor system to
perform MVR operation.

Configuration / Multicast

MVR

E 0O
alalal”Jwis
: . X
0GE3 or &«
0GE o Disabl &
0GEE Nane Disabled ¢ C
Available settings are explained as follows:

ltem Description

Port Displays the index number of the LAN Port (GE/LAG).

Role Displays the role (None, Receiver or Source) of the port.

Immediate Leave Displays the status (enable/disable) of the immediate leave

function.
Option ;

- Click it to modify the port setting for MVR.

~ - Clear current settings and return to factory default settings.
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To modify settings for a port, click the link to open the setting page.

1 2 3 4 5 &
Port Role. Immediate Leave Option

2 O

7 C

2 O

Cancel n

Available settings are explained as follows:

Item Description

Port Each port can be set as Receiver or Source port respectively.

Role None — Noting will be happed to the selected LAN port in MVR
operation.

Receiver — The selected port will be treated as destination port
which will receive multicast data from the multicast server.

Source - The selected port will be treated as source port which will
send multicast data to the receiver port.

Immediate Leave Enable — Enable the function of the immediate leave. When the
port (with the role of receiver) receives the leave message, it will
be removed from multicast group to speed up leave latency.

Disable — Disable the function of immediate leave.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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II-6-2-2 Static Group

The MLD static group is allowed to assign a VLAN/port as a specific IP multicast member. Every
IP multicast stream that belongs to the specified group IP address will be forwarded to the
specified port/VLAN member.

Configuration / Multicast

IGMP Snooping R MLD Snooping

MVR

«©

1 (defaulty~

e T

VLAN ID Group IP Address Member Ports Type Life Option

Mo data available in table

Cancel “

Available settings are explained as follows:

ltem Description

+Add Click to have new fields for creating a new profile.

VLAN ID Displays the ID number of the VLAN.

Group IP Address Displays the IP address(es).

Member Ports Displays the GE/LAG port to be grouped under the selected VLAN.
Type Displays if it is dynamically learned or statically assigned.

Life Displays the life time of this multicast member left if no

membership report sent again.

To add a new profile, click the +Add link to open the setting page.
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Configuration / Multicast

MVR

1 (default)

VLAN ID

Group IP Address Member Ports Type Life Option

SelectHere v

Select All

Available settings are explained as follows:

ltem

VLAN ID

Group IP Address

Member Ports

10],¢

Description

Display the ID number of the VLAN.

Define a range of IP address(es) with the format of “XXXXXXXXXXXX —
XXX XXX XXX XXX,

Choose GE/LAG port to be grouped under the selected VLAN.

Save the settings.
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II-6-3 MLD Snooping

MLD snooping does the same thing as IGMP snooping. The difference is that IGMP snooping
acts on IPv4 packets; MLD snooping acts on IPv6 packets. MLD snooping is the process of
listening to Multicast Listener Discovery network traffic. It can examine IPv6 packets and
forward these packets to designate location via VLAN port members.

Multicast packets (IPv6) transmission without MLD snooping Multicast packets (IPv6) transmission with MLD snooping

|
3 I =
= I 2
= a¥ | — |
5 9% \/igor router | i == —""yiigor router
Source | Source
|
| MLD
VigorSwitch I Snooping VigorSwitch
|
|
|
= = |
Receiver: Host A Host B Receiver: Host C 1 Receiver: Host A Host B Receiver: Host C

[ Multicast Packet
R —

II-6-3-1 MLD Snooping

Configuration / Multicast
IGMP Snooping MVR

MLD Snooping

VLAN Setting
VLAN ID VLAN Mame WLD Snooping Status Immediate Leave Static Router Ports Forbidden Router Po =
1 1 default Disabled Disabled - - s C
Group Table
+ Add
VLAN ID Group IP Address Member Ports Type Life (Sec) Option
No data available in table

s [

Available settings are explained as follows:

Item Description

MLD Snooping Enabled  Enable / Disable — Switch the toggle to enable / disable this
function.

o - means “Enable”.
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- means “Disable”.

MLD Snooping Version  vigorSwitch supports two versions of MLD snooping.

MLDVI — When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and bridge the traffic to IPv6 destination
defined with multicast address(es).

MLDv2 - When it is selected, VigorSwitch will detect packets
controlled by MLDv1 and forward the traffic to destination defined
with multicast address(es).

Report Suppression It allows the switch to handle MLD reports between router and
host, suppressing bandwidth used by MLD.

Switch the toggle to enable / disable this function.
0 - means “Enable”.

- means “Disable”.

OK Save the settings.

I-6-3-2 VLAN Setting

This page allows you to enable/disable MLD snooping function, select snooping version, and
enable/disable snooping report suppression.

VLAN Setting

VLANID VLAN Name MLD Snooping Status mediate Leave Static Router Ports Forbidden Router Ports Expiry Time (sec.) =

Group Table

Available settings are explained as follows:

Item Description

VLAN ID Displays the VLAN ID number of the VLAN profile.

VLAN Name Displays the name of the VLAN profile.

MLD Snooping Status  Displays the status (Enabled/Disabled) of the MLD snooping
function.

Immediate Leave Displays the status (Enabled/Disabled) of the immediate leave
function.

Static Router Ports Displays the LAN Port (GE/LAG) to send out query to remote host.

Forbidden Router Ports = Displays the forbidden LAN Port (GE/LAG).
Expiry Time (sec.) Displays the time before querier is considered no longer existed.

Click it to modify the MLD setting.

Clear current settings and return to factory default settings.

To modify settings for a port, click the link to open the setting page.
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Configuration / Multicast

IGMP Snooping MVR

MLD Snooping MLD Settings b
VLAN Setting ~
VLAN 1D WLAN Mame MLD Snooping Status In = c
1 defaul Disabled o & C
Group Table
+ Add
VLAN ID Group IP Address Member Ports Type Life (Sec.)

Mo data available in table

Cancel

Available settings are explained as follows:

ltem
MLD Setting

Show [ Hide Advanced
Mode
VLAN ID

VLAN Name

General

Description

Click to display or hide the advanced settings.
Displays the VLAN ID number of the VLAN profile.
Displays the name of the VLAN profile.

MLD Snooping Enabled — Switch the toggle to enable / disable this
MLD snooping function.

O - means “Enable”.

- means “Disable”.

Below shows settings for Advanced Mode

Router Ports Auto
Learn

Query Robustness

Query Interval

Query Response
Interval

Last Member Query
Counter

Last Member Query
Interval

Immediate Leave

Switch the toggle to enable / disable this function. Set the
enabling status of MLD router port learning. The server will learn
router port by IGMP query.

Set a number which allows tuning for the expected packet loss on
a subnet.

Set the interval of querier to send the general query.

It specifies the maximum allowed time before sending a
responding report in units of 1/10 second.

After querying for specified times (defined here) and still not
receiving any response from the subscribed member, VigorSwitch
will stop transmitting data to the related GE port(s).

The maximum time interval between counting each member
query message with no responses from any subscribed member.

Leave the multicast group immediately on the port & VLAN where
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MLD Static Group

MLD Router

MLD Forward All

leave message is sent from, regardless there is still a subscribed
member or not. Switch the toggle to enable Fastleave function.

The MLD static group is allowed to assign a VLAN/port as a specific
IPv4 multicast member. Every IPv6 multicast stream that belongs
to the specified group IP address will be forwarded to the
specified port/VLAN member.

+Add - Click to create a new group.
Group IP Address - Specify the IPv6 multicast address you wish
to assign for the static group (defined in VLAN ID).
Member Ports - Specify the port(s) that static group with given
IPv6 multicast address shall include.
Static Router Ports - Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden Router Ports - Use the drop down list to specify
forbidden LAN Port (GE/LAG).

Static Forward All Ports - Use the drop down list to specify LAN Port
(GE/LAG). Later, the multicast packets will be delivered to the
network device connected by these ports.

Forbidden Forward All Ports - Use the drop down list to specify
forbidden LAN Port (GE/LAG). Later, the multicast packets will not
be delivered to the network device connected by these ports.

After finishing this web page configuration, please click OK to save the settings.

II-6-3-3 Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the
assigned IPv4 multicast address group in operation.

Group Table

T Add

VLAN ID

Group IP Address Member Ports Type Life (Sec.)

No data available in table

Available settings are explained as follows:

ltem

+Add
VLAN ID
Group IP Address

Member Ports

Type

Life (Sec.)

Description

Click to create a new profile.
Display the VLAN of this multicast group belongs to.
Display the multicast address of this multicast group.

Display the port(s) where subscribing member of this multicast
group belongs to.

Display if it is dynamically learned or statically assigned.

Display the life time of this multicast member left if no
membership report sent again.

To add a new group, click the +Add link to open the setting page.
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Group Table

VLANID Group IP Address Member Ports Type Life (Sec) Option

Here v Select Here

Available settings are explained as follows:

ltem Description

VLAN ID Specify a VLAN profile as IGMP Static Group.

Group IP Address It is an identifier for the group member. Packets sent to such
address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv6 multicast address you wish to assign for the static
group (defined in VLAN ID).

Member Ports Specify the port(s) that static group with given IPv4 multicast
address shall include.

After finishing this web page configuration, please click OK to save the settings.

II-6-3-4 Filtering Profile

The administrator can configure the user on a switch port (GE/LAG port) belonging to which
multicast group and restrict the number of multicast group that the user on the switch can
join. Then the administrator is able to control the network service (e.g, IP/TV service) that the

user can enjoy.

The filtering profile page allows to configure up to 128 IP-group (for multicast servie) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be
set for permission of / denial of network service respectively.

In addition, such filtering profile is only effective for controlling the query for multicast. It has
nothing to do with the general IGMP query.

Filtering Profile

Profile ID Start Address End Address Action Binding Ports Option

Available settings are explained as follows:

Item Description

+Add Click to create a new profile.

Profile ID Displays the index number of a filtering profile.

Start Address Displays the starting point for the IP range.

End Address Displays the ending point for the IP range.

Action Displays the action performed for this profile.

Binding Ports Displays the interface (GE/LAG) selected for this profile.

91



To add a new profile, click the +Add link to open the setting page.

Filtering Profile

Profile ID Start Address End Address Action Binding Ports Option

| m:| SelectHers v

Available settings are explained as follows:

Item Description

+Add Click to have new fields for creating a new profile.

Profile ID Enter one filtering profile (1~128) for MLD snooping.

Start Address Enter an IP address as the starting point for the IP range.

End Address Enter an IP address as the ending point for the IP range.

Action Allow — When it is selected, the request for multicast traffic will be

forwarded to the multicast group normally.

Deny - It is default setting. The forwarding request of multicast
traffic will be discarded.

Binding Ports Select the GE/LAG port(s) (interfaces) for filtering profile to process
multicast traffic.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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[I-7 ONVIF Surveillance

ONVIF (Open Network Video Interface Forum), an International standard for current
surveillance system industry, focuses on security products based on network IP address.

With this feature, VigorSwitch can:
Integrate the ONVIF device and surveillance network
Centralize management of IP video products
View video images directly on VigorSwitch WUI
Offer remote IP video products maintenance

Configuration / ONVIF Surveillance

ONVIF Device Discovery (:)

Snapshot Stream Device Maintenance

Topology

OB E0O

Group Information

Index Group Name Group Devices VLAN

> 0 Default 0

Cancel Apply

scover Interface default (1) Change

100M 1000M  W2.5G 3G W0G

Option

7

Switch the toggle to enable the ONVIF Device Discovery function. Then click Apply.
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II-7-1 Topology

ONVIF devices can be centralized and managed remotely via VigorSwitch. With a hierarchy
view, the administrator can manage several ONVIF devices and check abnormal traffic

detected by the Vigor system.

Configuration / ONVIF Surveillance

ONVIF Device Discovery (:) Cancel Apply

Snapshot Stream Device Maintenance

Topology

B E Discover Interface default (1) Change

¢ Port: 2.5GE1

100M  @1000M  W25G 56 W0G

Group Information

Index Group Name Group Devices VLAN Option

&

> 0 Default 0

Available settings are explained as follows:

Item Description

E] El Camera - Displays the number of IP camera(s) connected to
VigorSwitch. The panel sketch on the screen will display which LAN
port that the IP camera connected.

NVR - Displays the number of NVR device(s) connected to
VigorSwitch. The panel sketch on the screen will display which LAN
port that the NVR device connected.

VigorSwitch will detect the ONVIF device based on the interface
selected.

Change

Discover Interface

Current Interface default (1)

Change Interface default {1) - Management “lan

Cancel Apply

+Add New Group A group can contain one (IP camera or NVR, as group leader) to
several devices (IP cameras as group devices).

Click to create a new group for managing multiple devices.

Index Displays the index number of the group profile.
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Group Name Displays the name of the group profile.

Group Devices Displays the number of the devices grouped under this profile.
VLAN Displays the VLAN profile.
Option »

- Click it to modify the group setting.

oy

To modify settings for a port, click the link to open the setting page.

Configuration / ONVIF Surveillance

ONVIF Device Discovery () Cancel Apply

Snapshot Stream Device Maintenance

Topology Edit Group X

E B E E default (1) Change Hide Advancad Mode

QONVIF Device Login (optional)

Galalals @

Throughput Threshold Alert

0M  WI000M M25G MG MG Apply to All Member Ports
Group Information
Index Group Name Group Devices VLAN Option
> 0 Default 0 1 &

Cancel “

Available settings are explained as follows:

ltem Description
Edit Group

Show [ Hide Advanced  Click to display or hide the advanced settings.
Mode

ONVIF Device Login (optional)

Username [ Password  Enter a name / password as the default value.
In the entire ONVIF Surveillance menu, VigorSwitch will input this
value in advanced and retrieve data. System administrator can
access the IP device in which the username and password are as
same as the default values.
However, you can also input another username/password
manually if the IP device username/password is different from the
one you enter in Default Username/Default Password.

Advanced Mode - Throughput Threshold Alert

Apply to All Member Check the box to apply the throughput threshold setting to all
Ports member ports.

Ingress Alert Toggle the switch to enable the function. Set the ingress limit
value. When the incoming traffic (packet) of the GE port reaches

95



Egress Alert

the limit, the Vigor System will send an alert email to the system
administrator.

Rate Limit - Enter the ingress rate as a threshold to send mail alert.
Toggle the switch to enable the function.
Rate Limit - Enter the egress rate as a threshold to send mail alert.

After finishing this web page configuration, please click OK to save the settings.

To create a new group, click the +Add New Group link to open the setting page.

Configuration / ONVIF Surveillance

ONVIF Device Discovery (:)

Topology

QRGO

Group Information
+ Add New Group
Index Group Name

> 0 Default

Cancel Apply

Snapshot Stream Device Maintenance

Add New Group X

Select Here
Discover Interface default (1) Change

ONVIF Device Login (optional)

Throughput Threshold Alert
100M 1000M  W25G

u
@
|
=]
Al

Apply to All Member Ports

Group Devices VLAM Option

0

1 &

Cancel m

Available settings are explained as follows:

ltem
Add New Group

Show [ Hide Advanced
Mode

Group Name

Group Leader

Group Member

VLAN

Description

Click to display or hide the advanced settings.

Enter the name of a group.

The system will detect the NVR or IP cameras, and list them on the
field of NVR or Group Leader.

This field lists all devices (IP cameras) not included by other group.
Select one IP device to multiple devices or select all the devices
for managed by this group.

Select a VLAN.

ONVIF Device Login (optional)

Username / Password

Enter a name / password as the default value.

In the entire ONVIF Surveillance menu, VigorSwitch will input this
value in advanced and retrieve data. System administrator can
access the IP device in which the username and password are as
same as the default values.

However, you can also input another username/password
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manually if the IP device username/password is different from the
one you enter in Default Username/Default Password.

Throughput Threshold Alert

Apply to All Member Check the box to apply the throughput threshold setting to all
Ports member ports.

Ingress Alert Toggle the switch to enable the function. Set the ingress limit
value. When the incoming traffic (packet) of the GE port reaches
the limit, the Vigor System will send an alert email to the system
administrator.

Rate Limit - Enter the ingress rate as a threshold to send mail alert.

Egress Alert Toggle the switch to enable the function. Set the egress limit value.
When the incoming traffic (packet) of the GE port reaches the
limit, the Vigor System will send an alert email to the system
administrator.

Rate Limit - Enter the ingress rate as a threshold to send mail alert.

After finishing this web page configuration, please click OK to save the settings.

lI-7-2 Snapshot Stream

This page can offer a real-time video of specified IP camera for monitoring and control
environments.

Configuration / ONVIF Surveillance

ONVIF Device Discovery () Cancel Apply

[w]
I

Tepology Snapshat Stream vice Maintenance

Snapshot Stream

default (1)

100M oooM  m25G 56 m0G
Camera Name IP Address Option
Available settings are explained as follows:

Item Description
Snapshot Stream
Camera Name Displays the device name of the IP camera.
IP Address Displays the IP address of the IP camera.

* After authenticated with correct username and password, the

image of the specified IP camera (supported by VigorSwitch) will
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be shown immediately.

Usename / Password - The default username/password will be
input if it is configured on the Topology page. However, if the
default input is not the correct username/password, enter the
correct one of the IP camera instead.

Login - Click it to authenticate the username and password for the
specified IP camera.

A pop-up window (Video Preview) appears to display a live image
on the screen.

It is recommended to copy the URI to watch the live stream on a video player.
Device name: DS-D3200VN (GE12)

Live Stream:

II-7-3 Device Maintenance

The system administrator can remotely configure time setting, security settings and reboot
the devices (IP cameras or NVRs) managed by Vigor switch.
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Configuration / ONVIF Surveillance

ONVIF Device Discovery ()

Topology Snapshot Stream Deavice

Device Maintenance

Camera Name

Cancel Apply
default (1)
00N 000N W256 G W06
IP Address MAC Address Status Option

Available settings are explained as follows:

ltem

Device Maintenance
Camera Name

IP Address

MAC Address

Status
Fen

Description

Displays the device name of the IP camera.

Displays the IP address of the IP camera.

Displays the MAC address of the IP camera.

Displays the status (enabled or disabled) of the IP camera.

Click to configure detailed settings for the selected device.

3
Click ° to configure detailed settings. First you have to login the ONVIF device.

After entering the correct username and password of the device, the detailed settings page
will be shown as follows:
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Device Maintenance

Camers Name IP Address

Edit DS-D3200VN (2.5GE1)

x

default (1)

General Information Access Information

100M J000M W25G 5G W10G

MAC Address Status Option

8F-34:DC [ ] &

Cancel n

Available settings are explained as follows:

ltem

General Information
Factory Default
Device Reboot

Device Nome

MAC

Admin IP
Manufacturer
Model
Firmware
Location
Group
Current Time

UTC Time

Time Zone

Daylight Saving

Auto Device Check

Description

Reset - Reset the factory default to the IP device.

Reboot - Reboot the IP device immediately.

Click 4

to modify the name of the device.
Displays the MAC address of the device.

Displays the IP address of the device.

Displays the manufacturer of the device.
Displays the model name of the device.

Displays the firmware version used by the device.
Displays the location of the device.

Displays the name of the group.

Displays the time set for the device.

Display the time and date information related to the selected
device.

Displays the time zone based on the location of the device.

Displays the status (enabled/disabled) of the daylight saving
function.

Switch the toggle to enable / disable this function.
o - means “Enable”.

- means “Disable”.
Failure Action - Configure the power behavior for each LAN port.

Power Cycle - Once the device is offline, Vigorswitch will
power off the device and then power on the device again.

Power Off - When the device is offline, power off the device
immediately.

Nothing - When the device is offline, no action will be
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Access Information

Mode

Zero Configuration

HTTP Port

HTTPS Port

RTSP Port

performed.

Note: When a PoE hub connecting to LAN port of VigorSwitch, the
power behavior (on/off) to the PoE hub also will apply to all the
devices connecting to the PoE hub.

Mail Alert - Switch the toggle to enable / disable this function.
When the device is offline, Vigor system will send an alert mail to
notify the recipient.

With Snapshot - If enabled, the switch will try to get snapshot
from the device per half hour. Before using this feature, set
the group authentication information when adding group or
configure Default Username/Password in the Topology page
first.

When the device is offline, no action will be performed.

Change the connection mode for this device.

Static - When it is selected, you have to enter value for network
setting manually for the IP device.

IP Address - Enter an IPv4 address for the IP device.
Prefix Length - Specify the subnet mask for the IP address.
Gateway - Enter the IPv4 address for the gateway.

DNS Serverl/2 - Enter the IP address for primary |/ secondary
DNS server.

DHCP - When it is selected, the IP device will be assigned with the
settings by the network's DHCP server automatically to access the
Internet.

Hostname - Display the hostname of the DHCP server.

Switch the toggle to enable / disable this function.

Enable - The network settings for the IP device will be configured
automatically.

Disable - The network settings for the IP device must be
configured manually.
Switch the toggle to enable / disable this function.

Enable - Click it to enable the HTTP port configuration and enter a
port value if required.

Disable - Disable the HTTP port configuration.

Switch the toggle to enable / disable this function.

Enable - Click it to enable the HTTPS port configuration and enter a
port value if required.

Disable - Disable the HTTPS port configuration.

Switch the toggle to enable / disable this function.

Enable - Click it to enable the RTSP port configuration and enter a
port value if required.

Disable - Disable the RTSP port configuration.
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II-8 RADIUS/TACACS+

II-8-1 RADIUS

This page allows the network administrator to add and configure multiple RADIUS servers.

Configuration / RADIUS/TACACS+

RADIUS TACACS+

RADIUS

+ Add Server ¢ Edit Default
Server Address Server Port Priority Retry Timeout Usage Option

Mo data available in table

Available settings are explained as follows:

ltem Description
+Add Server Click to create a new server profile.
Edit Default Click to modify the value(s) for Retry, Timeout and Key String.

These values will be saved as default settings.

RADIUS

Retry 3
Timeout 3

Key String

Cancel

To create a new profile, click the + Add Server link to open the setting page.
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Configuration / RADIUS/TACACS+

TACACS+

RADIUS

+ Add Server & Edit Default

Server Address Server Port

Add Server »

Priority Retry Timeout Usage Optior

No data available in table

Available settings are explained as follows:

tem
Add Server

Server Address Type

Server Address
Server Port

Priority

Retry

Timeout

Key String

Authentication

(0] ¢

Description

Specify whether switch uses a hostname to resolve address by
DNS to connect to server, or directly connect using IPv4 address.

Hostname
IPv4
IPv6

Enter the server's address corresponding with address type given.
Enter the port number used by RADIUS server.

Specify the priority that switch uses this server. The higher number,
the lower priority. Switch will start with server with lowest priority.

Set the retry time before this server being considered
not-reachable.
Use Default - Use the default value.
Set the time (in seconds) before this server being considered lost
connection.
Use Default - Use the default value.
Enter the string used to encrypt and authenticate with RADIUS
server.
Use Default - Use the default setting.
Specify whether you would like to use this server for switch login
authentication or 802.1x access port authentication, or both.

All

Login

802.1X

Save the settings.
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After finishing this web page configuration, please click OK to save the settings.

II-8-2 TACACS+

This page allows the network administrator to add and configure multiple TACACS+ server.

Configuration / RADIUS/TACACS+

RADIUS TACACS+

TACACS +

+ ar ¢ Edit Defau
Server Address Server Port Priority Timeout Option
No data available in table
Available settings are explained as follows:
ltem Description
+Add Server Click to create a new server profile.
Edit Default Click to modify the value(s) for Timeout and Key String. These
values will be saved as default settings.
TACACS+
+ Add Server & Edit Default
i
Timeout
Key String

To create a new profile, click the + Add Server link to open the setting page.
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Configuration / RADIUS/TACACS+

TACACS+

Server Address Server Port

Iltem
Add Server

Server Address Type

Server Address
Server Port

Priority

Timeout

Key String

(0] ¢

Add Server X
- R
Priority Timeout Option
Description

Specify whether switch uses a hostname to resolve address by
DNS to connect to server, or directly connect using IPv4 address.

Hostname
IPv4
IPvE

Enter the server's address corresponding with address type given.
Enter the port number used by TACACS+ server.

Specify the priority that switch uses this server. The higher number,
the lower priority. Switch will start with server with lowest priority.

Set the time (in seconds) before this server being considered lost
connection.

Use Default - Use the default value.

Enter the string used to encrypt and authenticate with TACACS+
server.

Use Default - Use the default setting.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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This page is left blank.
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Chapter Ill Security



-1 802.1x/MAC Authentication

lI-1-1 802.1x/MAC Authentication

The authentication manager allows you to configure securely access from any host
connected to physical ports. You may apply multiple ways of authentication to each port.

Security / 802.1x/MAC Authentication

n Settings Local MAC Account

802.1x/MAC Authentication

MAC-Based | | 802.1x

c.

JOCCOOOCO00M0

Accounting

RADIUS

Port Status

Bart Fnahlad aithanticatinnTimes

Hnet Mnda Salarted Authentiratinn Tunac Salartad Mathade Guiact W AN P =

Cancel “

Available settings are explained as follows:

tem

Description

802.1x/MAC Authentication

Authentication Type

Guest VLAN

MAC-Based User MAC
Format

Accounting

Specify which type (802.1x, MAC-based) will be used for
authentication. Choose to enable 802.1x or MAC-based
authenticate method for host connecting to Ethernet port. You
may configure which type to be used per port, but enabling any
per port without enabling here will not be effective.

MAC-Based
802.1x

Switch the toggle to enable/disable a Guest VLAN for those who
have not successfully authenticated with any given methods.

0 - means “Enable”. If enabled, specify a VLAN ID number.

- means “Disable”.
Guest VLAN ID - Choose one of the VLAN ID as a Guest VLAN.

Specify how the MAC-based user ID should be expressed in EAP
message between AAA server and switch.
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Enabled

Port Status
Port

Enabled
Authentication Types

Host Mode

Selected
Authentication Types

Selected Methods

Switch the toggle to enable / disable this function.

Server - Displays the type of the server.

Disconnect Message Port - Enter a port value (1~65535).
Update Period - Set the time period for accounting update.

Displays the index number of the GE ports.

Select physical port(s) for applying settings. Note that port
authentication will not be effective if none of them were enabled.

Displays the authentication type (802.1x and/or MAC-based) used
by this port.

Displays the host mode used by this port.
Displays the authentication type (e.g, 802.1x) used by this port.

Displays the authentication method (e.g, RADIUS) used by this
port.

Guest VLAN Displays the status (enable/disable) of guest VLAN function.
> Click it to modify the port setting.
Clear current settings and return to factory default settings.
To modify settings for a port, click the link to open the setting page.

Security / 802.1x/MAC Authentication

Authentication Settings Local MAC Account

802.1%/MAC Authentication

Port Status

Port Enabled AuthenticationTypes

100ES

shewing 1 1o & of 6 entries

Authenticated Ho:
Port Authentication Settings ®
10GE1
Host Mode Selected Auther = (:
MAC-based

802.1x

Show| Al w | entries

Cancel m

Available settings are explained as follows:

ltem

Description

Port Authentication Settings

Port

Authentication Control

Displays the GE port number.

Switch the toggle to enable / disable this function.
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Enabled
Authentication Types

Authentication Types

Selected
Authentication Types
(In Order)

Available Methods For
TACACS+

Selected Methods (In
Order)

Host Mode

Advanced Mode
Guest VLAN

RADIUS VLAN
Assignment

Max. Hosts

Periodic
Reauthentication

Inactive Timeout

0 - means “Enable”.

- means “Disable”.

If enabled, select Auto, Authorized All or Unauthorized All as the
control mode.

Select 802.1x and/or MAC-based authenticate method for host
connecting to this port.

802.1x
MAC-based

Displays available authentication types of AAA server (or local)
you wish to have on this port.

Specify the order of authentication type (e.g, 802.1x) you wish to
have on this port.

Display available methods of AAA server (or local) you wish to
have on this port.

Specify the order of authentication methods (e.g, RADIUS) you
wish to have on this port.

Multi-Auth - Each host are authenticated individually.

Multi Hosts - Authentication is done on port basis, only one
authenticated host is required; other hosts connected to this port
can access freely as authenticated host.

Single Host - Only one host can be authenticated, and access the
port.

Switch the toggle to enable / disable this function. Select Enable to
enable Guest VLAN on this port for those didn't authenticated
successfully.

Static - Switch will use the VLAN assignment from the RADIUS
server if it receives the information. If there is not VLAN information,
it will keep the original VLAN of the host.

Disabled - Switch will ignore the VLAN assignment from the RADIUS
server and keep the original VLAN of the host.

Reject - Switch will reject the host if it does not receive the VLAN
information from the RADIUS server.

If Multi-Auth mode is selected as Host Mode, the total number of
hosts cannot exceed the maximum number of hosts configured
here.

The hosts via the selected GE port will be re-authenticated
periodically.

Switch the toggle to enable / disable this function. If enabled,
specify the time setting.

Periodic Reauthentication Period - Enter a time period. When the
time is up, the host shall return to initial state and prepare to pass
authentication procedure again. Default is 3600 seconds.

When there is no packet coming from the authenticated host, the
system will start the inactive timer. After inactive timeout, the host
will be unauthorized and corresponding session will be deleted. In
Multi Hosts mode, the packet is counted on the authorized host
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only and not all packets on the port.

Quiet Period When a GE port is disabled just because authentication fails
several times, the host connected to that port will be blocked for a
period of time configured in quiet period.

Later, after the time period set in this field, the host will be allowed
to perform authentication again.

EAP Resent Period Set the period for host to re-send EAP (Ethernet Automatic
Protection) requests.
Default value is 30 (seconds).

Supplicant Timeout Set a period of time for the maximum number of EAP requests will
be sent.

If a response from the host is not received by VigorSwitch after the
defined period (supplicant timeout), the authentication process
will be started again.

Server Timeout Set a period of time for the server. The EAP requests shall be resent
to the supplicant within the time; otherwise, the time setting will
lapse and the requests won't be sent out.

Max. EAP Request Set a period of time for the server. The EAP requests shall be resent
to the supplicant within the time; otherwise, the time setting will
lapse and the requests won't be sent out.

OK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

l1I-1-2 Local MAC Account

This page allows the network administrator to create profiles by entering MAC address of the
hosts to be authenticated.

Security / 802.1x/MAC Authentication

Authentication Settings Local MAC Account Authenticated Hosts
Local MAC Account
MAC Address Palicy VLAN Reauthentication Period Inactive Timeout Option
No data available in table
Showing 0 10 0 of 0 entries n Show| Al | entries

Available settings are explained as follows:

Item Description
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+Add Local MAC
Account

MAC Address
Policy
VLAN

Reauthentication
Period

Inactive Timeout

Click to create a new MAC account.

Displays the MAC address of the host.
Displays the policy (pass or block) of the host.
Displays the VLAN ID assigned by the host.

Displays the time this account is required to be authenticated
again.

Displays the time to log off this account.

To add a new profile, click the +Add Local MAC Account link to open the setting page.

Security / 802.1x/MAC Authentication
Authentication Settings

Local MAC Account

MAC Address Palicy

Showing 0 to 0 of 0 entries

Authenticated Hosts

Add Local MAC Account »

VLAN Reauthentication Period Inactiv ﬂI|

Mo data available in table

R Advanced Mode .
n Show| Al ~ entries

Cancel n

Available settings are explained as follows:

ltem

Local MAC Account
MAC Address
Policy

Advanced Mode
Assign VLAN

Reauthentication
Period

Description

Enter the MAC address of the host.

Pass - Click it to forcefully authenticate the host specified above.

Block - The host specified above will not be authenticated by
VigorSwitch.

If Pass is selected, advanced mode will be shown below.

Switch the toggle to enable / disable this function.
O - means “Enable”.

- means “Disable”.
Specify which VLAN will be assigned by the host of this account.

Switch the toggle to enable / disable this function.
Set the time this account is required to be authenticated again
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after authentication has taken place.

Inactive Timout Switch the toggle to enable / disable this function.

Set a time. When the account is still inactive after the set time, it
will be logged out by the system.

After finishing this web page configuration, please click OK to save the settings.

llI-1-3 Authentication Hosts

This page displays information related to the host authenticated by VigorSwitch.
Security / 802.1x/MAC Authentication

Authentication Seffings Local MAC Account Authenticated Hosts

Authenticated Hosts

Session 1D Port MAC Address Current Type Status Operational VLAN Operational Session Time Operational Ina

No datz available in ta
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lII-2 Access Control List

An Access Control List (ACL) is a sequential list of permit or deny conditions that apply to IP
addresses, MAC addresses, or other more specific criteria. This switch tests ingress packets
against the conditions in an ACL one by one. A packet will be accepted as soon as it matches
a permit rule, or dropped as soon as it matches a deny rule. If no rules match, the frame is
accepted.

Users can create the Access Control List (ACL) based on Layer 2 filtering, the MAC layer, Layer 2
to Layer 4 filtering, the IPv4, and Layer 2 to Layer 4 filtering, the IPv6. The ACL is composed by
many Access Control Element (ACE) rules. You can create a new ACL here; then add multiple
ACEs.

You may provide filtering/matching criteria for one or more packet characteristics (such as
Source/Destination MAC, Ethertype, VLAN, 802.1p) for this ACE to identify the packet.

llI-2-1 Access Control List

Security / Access Control List

Apply to Port

Access Control List

List Type - MAC

To create a new access control list, click the +Add Access Control List link to open the setting
page.
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Security / Access Control List

Access Control List Apply to Port

Access Control List

Access Control List X

MAC

Available settings are explained as follows:

ltem

Access Control List
List Name

List Type

Rules

Sequence

Action

Any Source MAC

Any Destination MAC

Any Ethernet Type

Description

Enter a name for creating a new ACL profile.

Specify the filtering type (MAC/IPv4/IPv6).

Assign a sequence number to this ACE. The sequence is used to
identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Select the action applied to the packet matched this ACE. Permit
or deny the packets into switch core, or shutdown the port for
stopping further transmission.

Permit
Deny
Shutdown

If disabled, please enter IP address with the subnet mask.

Any Source MAC

If disabled, please enter IP address with the subnet mask.

Specify Ethernet type for filtering. Select Any Ethernet.
Or, enter the value with the format of “Ox600 ~ OxFFF”.

Any Ethernet

Type
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Any VLAN

Any 802.1p Priority

+Add Rule

Specify VLAN profile for filtering. Select Any VLAN.

Or, enter a VLAN number. The packets coming from the VLAN

specified here will be filtered by Vigor device.

Any VLAN

Specify the 802.1p priority value for filtering. Select Any 802.1p

Priority.

Or, enter a number from 0 to 7.

Any 802 1p Priority

Click it to create a new ACE rule.
Each ACL profile can be added with 8 ACE rules.

After finishing this web page configuration, please click OK to save the settings.

Security / Access Control List

Access Control List

Access Control List

> 1 ACL 123

Security / Access Control List

Access Control List

Access Control List

N ACL123

Sequence Action

1 100 Permit

Type

Type

Source MAC/Mask

Applied Port

None

Applied Port

None

Destination MAC/Mask Ethernet Type VLAN

Any/An; Ay Any
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List Type - IPv4

To create a new access control list, click the +Add Access Control List link to open the setting
page.

Security / Access Control List

Access Control List Access Control List X

Access Control List Type Applied Port IPvd~

> 1 ACL 123 AT None Add Rule T Delete List

[< I < T < T < < I <

cancel n

Available settings are explained as follows:

Item Description

Access Control List

List Name Enter a name for creating a new ACL profile.

List Type Specify the filtering type (IPv4).

Rules

Sequence Assign a sequence number to this ACE. The sequence is used to

identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action Select the action applied to the packet matched this ACE. Permit
or deny the packets into switch core, or shutdown the port for
stopping further transmission.

Permit
Deny
Shutdown

Any Protocol Specify the protocol for filtering.
Any Protocol — Default setting. All packets will be filtered.

Self-Define — Enter a number (0 — 255) to specify a protocol. For
example, I means “Internet Control Message”; 6 means
“Transmission Control”.

ICMP, IP in IP,.. — Choose one of the protocols (e.g., ICMP, IPin IP, TCP,
EGP, IGP..) from the drop down list. Packets passing through the
selected protocol will be filtered.
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Any Source IP

Any Destination IP

Any Service

Any Source Port

Sequence Self-Define

o
u\':'

Action PinlpP
-

Self-Define
Any protocol

Specify the source IPv4 address for filtering.
Any Source IP — Default setting. All packets will be filtered.

Select Any Source IP. Or, enter the IP address to filter the packets
coming from that address.

Any Source [P !

Specify the destination IPv4 address for filtering.
Any Destination IP — Default setting. All packets will be filtered.

Select Any Destination IP. Or, enter the IP address to filter the
packets coming from that address.

Any Destination [P !

Any Service — Default setting. All packets will be filtered.

DSCP - All IP traffic is mapped to queues based on the DSCP field
in the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

IP Precedence - All IP traffic is mapped to queues based on the IP
Precedence field in the IP header. If traffic is not IP traffic, it is
mapped to the lowest priority queue.

Any Sarvice

Specify the source port number for filtering the packets.
Any Source Port — Default setting. All packets will be filtered.
Select Any Source Port. Or, enter the port number.

Single — Only the packets passing through the number defined
here will be filtered.

Any Source port

Range — Only the packets passing through the port range defined
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Any Destination Port

Any ICMP Type

Any ICMP Code

here will be filtered.

Any Source port

Specify the destination port number for filtering the packets.
Any Destination Port — Default setting. All packets will be filtered.
Select Any Destination Port. Or, enter the port number.

Single — Only the packets passing through the number defined
here will be filtered.

Any Destination port M‘

Range — Only the packets passing through the port range defined
here will be filtered.

[45]

=
[1=]

@

Any Destination port ‘

Any ICMP Type — Default setting. All packets will be filtered.

Echo Reply, Destination Unreachable... — Choose one of the type
(e.g. Destination Unreachable, Echo Reply, MLD Query...) from the
drop down list.

Self-Define - Specify a type number (0 — 255) for ICMP code. For
example, 0 means “Echo Reply”; 254 means “RFC3692-style
Experiment 2.

[ < T < I < I <

Self-Define

(<]

Echo Reply

(<]

Destination Unreachable

Source Quench

Self-Definew

ach ICMP type can be defined with different codes. For example, if
you define ICMP Type as “3”, then the available codes for Type 3
will be 0-15.

Any ICMP Code — Default setting. All packets will be filtered.

Select Any ICMP Code. Or, enter 0 to 255 based on the ICMP type
specified.

Any ICMP Code
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+Add Rule Click it to create a new ACE rule.
Each ACL profile can be added with 8 ACE rules.

List Type - IPv6

To create a new access control list, click the +Add Access Control List link to open the setting
page.

Security / Access Control List

Access Control List Access Control List X

IPvBw

[ < I < IO < IO < I < I < I <]
X

Cancel n

Available settings are explained as follows:

ltem Description

Access Control List

List Nome Enter a name for creating a new ACL profile.

List Type Specify the filtering type (IPv8).

Rules

Sequence Assign a sequence number to this ACE. The sequence is used to

identify which one of ACEs in an ACL is firstly used to match
ingress packets. The switch port bound with an ACL use the
contained ACE rules, start with the one with lower sequence
number to match the packet first.

Action Select the action applied to the packet matched this ACE. Permit
or deny the packets into switch core, or shutdown the port for
stopping further transmission.

Permit
Deny
Shutdown

Any Protocol Specify the protocol for filtering.
Any Protocol — Default setting. All packets will be filtered.
Self-Define — Enter a number (0 — 255) to specify a protocol. For
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example, I means “Internet Control Message”; 6 means
“Transmission Control”.

ICMP, IP in IP,.. - Choose one of the protocol (e.g, ICMP, TCP, EGP..)
from the drop down list. Packets passing through the selected
protocol will be filtered.

Self-Define
Any protocol

Self-Define
CMP

Any Source IP
Top

Any Desfination IP
UDP

Any Source IP Specify the source IPv6 address for filtering.

Any Source IP — Default setting. All packets will be filtered.

Select Any Source IP. Or, enter the IP address to filter the packets
coming from that address.

Any Source IP !

Any Destination IP Specify the destination IPv6 address for filtering.
Any Destination IP — Default setting. All packets will be filtered.

Select Any Destination IP. Or, enter the IP address to filter the
packets coming from that address.

Any Destination P !

Any Service Any Service — Default setting. All packets will be filtered.

DSCP — All IP traffic is mapped to queues based on the DSCP field
in the IP header. If traffic is not IP traffic, it is mapped to the lowest
priority queue.

IP Precedence - All IP traffic is mapped to queues based on the IP
Precedence field in the IP header. If traffic is not IP traffic, it is
mapped to the lowest priority queue.

Any Service

Any Source Port Specify the source port number for filtering the packets.
Any Source Port — Default setting. All packets will be filtered.
Select Any Source Port. Or, enter the port number.

Single — Only the packets passing through the number defined
here will be filtered.
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Any Destination Port

Any ICMP Type

Any ICMP Code

Any Source port

Range — Only the packets passing through the port range defined
here will be filtered.

Any Source port

Specify the destination port number for filtering the packets.
Any Destination Port — Default setting. All packets will be filtered.
Select Any Destination Port. Or, enter the port number.

Single — Only the packets passing through the number defined
here will be filtered.

Any Destination port M‘

Range — Only the packets passing through the port range defined
here will be filtered.

Any Destination port ‘ Sinale

Any ICMP Type — Default setting. All packets will be filtered.

Echo Reply, Destination Unreachable... — Choose one of the type
(e.g. Destination Unreachable, Echo Reply, MLD Query...) from the
drop down list.

Self-Define - Specify a type number (0 — 255) for ICMP code. For
example, 0 means “Echo Reply”; 254 means “RFC3692-style
Experiment 2.

Any Service Self-Define

Destination Unreachable
Any Source port
Packet Too Big2

Any Destination port
Time Exceeded

Self-Define
Any ICMP Type

Each ICMP type can be defined with different codes. For example,
if you define ICMP Type as “3”, then the available codes for Type 3
will be 0-15.

Any ICMP Code — Default setting. All packets will be filtered.

Select Any ICMP Code. Or, enter 0 to 255 based on the ICMP type
specified.
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Any ICMP Code

+Add Rule Click it to create a new ACE rule.
Each ACL profile can be added with 8 ACE rules.
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I-1-2 Apply to Port
It allows you to bind Access Control Lists created in previous section to an interface (physical

port or aggregation).

A physical port can only be bound with one of the IPv4 and IPv6 ACLs, not both.

Security / Access Control List

Access Control List Apply to Port

Apply to Port

Port MAC Access Control List IPv4 Access Control List IPv6 Access Control List Option
10GE1 None None None 2 C
10GE2 None None MNone 7 C
10GE3 None MNone None 7 C
10GE4 None None None 2 C
10GES None None None 7 C
10GES None None MNone 7 C

Available settings are explained as follows:

ltem Description

Port Select the port profiles (10GET to 10GEB) for binding ACL

MAC Access Control Displays the ACL (MAC) to be bound on this interface (port), so the
List switch may filter packets by using it.

IPv4 Access Control List  Displays the ACL (IPv4) to be bound on this interface (port), so the
switch may filter packets by using it.

IPv6 Access Control Displays the ACL (IPvB) to be bound on this interface (port), so the
List switch may filter packets by using it.
Option

- Click it to modify the port setting.

'~ Clear current settings and return to factory default settings.

To modify settings for a port, click the link to open the setting page.
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Access Control List Apply to Port

Apply to Port

Port MAC Access Control List IPv4 Access Control List IPv6 Access Control List Option
10GE1 None Nonew None~ 7 C
10GEZ MNone Mone MNaone 7 G
Available settings are explained as follows:
ltem Description
MAC Access Control Select an ACL (MAC) to be bound on this interface (port).
List

IPv4 Access Control List = Select an ACL (IPv4) to be bound on this interface (port).

IPv6 Access Control Select an ACL (IPv6) to be bound on this interface (port).

List
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lII-3 IP Source Guard

By using the source IP address filtering function, IP source guard can prevent a malicious host
from feigning a legal host with its IP address and performing malicious attack.

IP source guard is a port-based feature. Therefore, it is necessary to configure detailed
settings for each GE/LAG port interface separately.

Security / |P Source Guard

IP Source Guard

Port Enabled Source Verification Max. Entry Current Entry Option
v 10GET o P Unlimited 0 7 C
VLAN IPv4 Address/Mask MAC Address Lease Time

No accessible entries created

> 10GE2 P Unlimited 0 2 G
> 10GE3 p Unlimited 0 7 C
> 10GE4 Unlimited 0 7 C
> 10GES P Unlimited 0 s C
> 10GE6 P Unlimited 0 2 C
> LAGT Unlimited 0 7 C
> LAG2 P Unlimited 0 7 C
> LAG3 P Unlimited 0 7 C

Cancel “

Available parameters are explained as follows:

ltem Description

Port Displays the port profile (2.5GE1 to 2.56GE24, 10GE] to 10GEG, LAG] to
LAG8). Check the box to the left side for applying the IP source
guard function.

Enabled Switch the toggle to enable [ disable this profile.
0 - means “Enable”.

- means “Disable”.

Source Verification Displays the type of source IP for the packet coming from.

Max. Entry Displays the total number (0~50) of accessible entries allowed for
this port.

Current Entry Displays the number of accessible entries of this port.

Option g

- Click it to modify the IP Source Guard setting of the selected
port.

- - Clear current settings and return to factory default settings.

oy

To modify settings for a port, click the link to open the setting page.
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Security / IP Source Guard

IP Source Guard

IP Source Guard x
& Ba ese
Port Enabled Source Verification 0GE
(I 0GET [ @) P
VLAN IPv4 Address/Mask MAC Address Lease Time nz
&MAC
No accessible entries created
e > “0GE2 P ¢
e > 10GE3 P
o > 10GE4 P Accessible Entries -
o > 0GES P
e > 10GE6 P IP IP & MAC
e > AG P A -
e > AG2 P
e > LAG3 P

Cancel n

Available settings are explained as follows:

tem

IP Source Guard
Port

Enabled

Source Verification

Max. Entry

Accessible Entries

Description

Displays the port profile ( 10GE1 to 10GES, LAGI to LAGS).

Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

Specify the type of source IP for the packet coming from.

IP - Only the packet with specified IP address will be verified.
IP & MAC - Only the packet with specified IP address and MAC
address will be verified.

Define the total number (0~50) of accessible entries allowed for
this port. The default is 0 (no limit).

Define the entry for applying the IP source guard function.

IP - Select this type to enter an IPv4 address and set a VLAN ID.

IP & MAC - Select this type to enter an IP address, MAC address
and IPv4 address.

+Add Entry - Click to display blank entry boxes for configuring a
new IP address, MAC address, and VLAN ID.

After finishing this web page configuration, please click OK to save the settings.
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-4 Port Security

This page allows the network administrator to configure security settings for each port
interface (GE port /LAG group). When port security is enabled for each interface, related action
will be performed once detecting that the number of MAC address exceeds the limit.

Security / Port Security

Port Security [ @) Cancel Apply
 Edi Reses
Port Enabled Max. Allowed MAC Address Action Option
T0GET () 1 Discard Vi
10GE2 1 Discard 7
10GE3 1 Discard i
10GE4 1 Discard 72
T0GES 1 Discard =
10GES 1 Discard 7
LAGT 1 Discard 2
LAGE 1 Discard 7
LAG3 1 Discard &
LAG4 1 Discard 7
LAGS 1 Discard 72

Available settings are explained as follows:

ltem Description

Port Security Switch the toggle to enable / disable this function. After clicking,
press Apply to open the configuration page.

O - means “Enable”.

- means “Disable”.

Enable this function to configure the settings.
Port Displays the index number of the GE/LAG port.
Enabled Switch the toggle to enable / disable this function.

Enabled — The selected port applies the port security settings.
Disabled — The selected port does not apply the port security

settings.
Max. Allowed MAC Displays the maximum number of MAC addresses that the port is
Address allowed to learn.
Action Displays the action performed by the selected port.

Option 4 . . . .
- Click it to modify the port security setting of the selected port.
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To modify settings for a port, click the link to open the setting page.

Security / Port Security

Port Security [ @)
" Ed e

Port Enabled
10GE [ @)

10GE2

10GE3

10GE4

10GES

10GES

LAGT

LAGE

LAG3

LAG4

Edit Port Security X

Max. Allowed MAC Address Action [ @

Discard

Discard
| Forward Shutdown |

Discard

Dizcard
Discard
Discard
Discard
Discard
Discard
Discard

Discard

cancel n

Available settings are explained as follows:

tem

Edit Port Security
Port

Port Security

Max. Allowed MAC
Address

Action

(0] ¢

Description

Displays the index number of the GE/LAG port.

Switch the toggle to enable / disable this function.

Enabled — The selected port applies the port security settings.
Disabled — The selected port does not apply the port security
settings.

Enter the maximum number of MAC addresses that the port is
allowed to learn.

Select an action to perform when there is an unknown MAC
address on the port.

Forward- Forward a packet whose source MAC is unknown to the
switch.

Discard- Discard a packet whose source MAC is unknown to the
switch.

Shutdown- Shutdown this port when a packet with unknown
source MAC is received.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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lII-5 Storm Control

Storm Control helps to suppress possible broadcast, unknown multicast or unknown unicast

storm by applying a rate limit on those packets.

This page allows a user to configure general settings for Storm Control. In addition, it is used to
configure port settings for Storm Control. The configuration result for each port will be

displayed on the table listed on the lower side of this web page.

Security / Storm Control

Storm Control

Port Enabled

Showing 110 & of & entries

Broadcast

Disabled

Unknown Multicast

Disabled

Dizabled

Disabled

Disabled

Disabled

Disabled

Available settings are explained as follows:

tem

Storm Control Mode

Preamble & Inter
Frame Gap

Batch Edit
Port

Enabled

Broadcast

Description

Unknown Unicast

Diszbled

Diszbled

Disabled

Disabled

Diszbled

Disabled

Select the mode of storm control.

DR N N K

Show | Al w | entries

Kbits/sec - Storm control rate will be calculated by octet-based.

Packet/sec - Storm control rate will be calculated by
packet-based.

Select the rate calculation with/without preamble & IFG (20 bytes).
Excluded - Exclude preamble & IFG (20 bytes) when count ingress

storm control rate.

Included - Include preamble & IFG (20 bytes) when count ingress

storm control rate.

Allow to modify settings for more than one port at a time.

Enable/disable the port (GE1 to GE28) profiles.

Switch the toggle to enable / disable this profile.

O - means “Enable”.

- means “Disable”.

Displays the storm control rate limited for broadcast.
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Unknown Multicast

Unknown Unicast

Displays the storm control rate limited for unknown multicast.

Displays the storm control rate limited for unknown unicast.

Action Displays the action performed.
Option P . .
- Click to modify the storm control settings of the selected
port.
To modify settings for a port, click the link to open the setting page.

Security / Storm Control

Storm Control

Edit Storm Control

@)
¢ Ba  Resel () .
Port Enabled Broadcast Unknown Multicast U () oo
10GE1 Disabled Disabled Di () 16000
10GEZ Disabled Disabled D @‘
10GE3 Disabled Disabled Di
10GE4 Disabled Disabled D
10GE5 Disabled Disabled Di
10GES Disablad Disabled Di

Showing 1to 6 of & entries

Show | Al w entries
Cancel n

Available settings are explained as follows:

ltem

Edit Storm Control
Port

Storm Control

Limiting Rate

Action

Description

Display the port profile selected to be modified.

Switch the toggle to enable / disable this function.
O - means “Enable”.

- means “Disable”.

Broadcast - Specify the storm control rate for Broadcast packet.
Value of storm control rate, Unit: Kbps (Kbits per-second). The
range is from 16 to 1000000.

Unknown Multicast — Specify the storm control rate for unknown
multicast packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 1000000.

Unknown Unicast - Specify the storm control rate for unknown
multicast packet. Value of storm control rate, Unit: Kbps (Kbits
per-second). The range is from 16 to 1000000.

Select the state of setting.

Drop — Packets exceed storm control rate will be dropped.
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Shutdown - Port exceeds storm control rate will be shutdown.

After finishing this web page configuration, please click OK to save the settings.
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-6 DoS

A Denial of Service (DoS) attack is a hacker attempt to make a device unavailable to its users.

DosS attacks saturate the device with external communication requests, so that it cannot
respond to legitimate traffic. These attacks usually lead to a device CPU overload.

The DosS protection feature is a set of predefined rules that protect the network from malicious

attacks. The DoS Security Suite Setting enables activating the security suite.

lI-6-1 Properties

This page allows a user to configure DoS setting to enable/disable DoS function for global

setting.

Security / DoS

Proparties Port Setting

Properties

Drop packets when meeting attack situations below.

Destination MAC = Source MAC

LAND Attack

UDP Flood Attack (UDP Blat)
TCP Flood Attack (TCF Blat)
Ping of Death

IPv& Minimum Fragments
1240 Bytes

ICMP Fragments
IPv4 Ping Maximum Size
IPv6 Ping Maximum Size

Ping Maximum Size
512 Bytes

M Smurf Attack

Cancel n

Available settings are explained as follows:

ltem

Destination
MAC=Source MAC

LAND Attack
UDP Flood Attack
(UDP Blat)

TCP Flood Attack
(TCP Blat)

Ping to Death

Description

Drops the packets if the destination MAC address is equal to the
source MAC address.

Check/uncheck the box to enable/disable the function.

Drops the packets if the source IP address is equal to the
destination IP address.

Check/uncheck the box to enable/disable the function.

Drops the packets if the UDP source port equals to the UDP
destination port.

Check/uncheck the box to enable/disable the function.

Drops the packages if the TCP source port is equal to the TCP
destination port.

Check/uncheck the box to enable/disable the function.

Avoids ping of death attack. Ping packets that length are larger
than 65535 bytes.
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IPv6 Minimum
Fragments

ICMP Fragments
IPv4 Ping Maximum
Size

IPv6 Ping Maximum
Size

Smurf Attack

TCP Minimum Header
Size

TCP-SYN (SPORT<1024)
Null Scan Attack

X-mas Scan Attack

TCP SYN-FIN Attack
TCP SYN-RST Attack

TCP Fragment
(Offset=1)

Check/uncheck the box to enable/disable the function.

Checks the minimum size of IPv6 fragments, and drop the packets
smaller than the minimum size. The valid range is from 0 to 65535
bytes, and default value is 1240 bytes.

Check/uncheck the box to enable/disable the function.

Drops the fragmented ICMP packets.

Check/uncheck the box to enable/disable the function.
Determines the IPv4 PING packet with the length.

Check/uncheck the box to enable/disable the function.
Determines the IPv6 PING packet with the length.

Check/uncheck the box to enable/disable the function.

Ping Maximum Size - Determine the IPv4/IPv6 PING packet with the
length. Specify the maximum size of the ICMPv4/ICMPV6 ping
packets. The valid range is from 0 to 65535 bytes, and the default
value is 512 bytes.

Avoids smurf attack. The length range of the netmask is from 0 to
323 bytes, and default length is 0 byte.

Check/uncheck the box to enable/disable the function.

Checks the minimum TCP header and drops the TCP packets with
the header smaller than the minimum size. The length range is
from 0 to 31 bytes, and default length is 20 bytes.

Check/uncheck the box to enable/disable the function.

Drops SYN packets with sport less than 1024.

Check/uncheck the box to enable/disable the function.

Drops the packets with NULL scan.

Check/uncheck the box to enable/disable the function.

Drops the packets if the sequence number is zero, and the FIN,
URG and PSH bits are set.

Check/uncheck the box to enable/disable the function.
Drops the packets with SYN and FIN bits set.
Check/uncheck the box to enable/disable the function.
Drops the packets with SYN and RST bits set.
Check/uncheck the box to enable/disable the function.
Drops the fragmented ICMP packets.

Check/uncheck the box to enable/disable the function.

After finishing this web page configuration, please click OK to save the settings.
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lI-6-2 Port Setting

This page allows a user to configure and display the state of DoS protection for interfaces. The

configuration result for each port will be displayed on the table listed on the lower side of this
web page.

Security / DoS
Properties Part Setting

Port Setting

Port DoS Protection
10GE! [ @)
10GE2
10GE3
10GE4
10GES
10GES
Showing 1to & of & entries Show | Al w | entries

Cancel “

Available settings are explained as follows:

Item Description

Enabled / Disabled Appears when one or more of the following ports are selected.

Enabled — Click to enable the DoS Protection function for the
selected port.

Disabled - Cllick to disable the DoS Protection function for the
selected port.

Port Displays the port profile (I0GE1 to 10GEB). Check the box to the left
side to select the port profile.

DosS Protection Switch the toggle to enable / disable the function of DoS

Protection.

O - means “Enable”.

- means “Disable”.

After finishing this web page configuration, please click OK to save the settings.
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-7 Dynamic ARP Inspection

Dynamic ARP inspection (DAI) can prevent ARP spoofing attacks by validating ARP packet in a
network. It can intercept, record, and discard ARP packets with invalid IP-to-MAC address
bindings; and then protect the network against malicious attacks.

llI-7-1 Properties

This page allows a user to configure detailed settings of DAI for each port (GE/LAG).

Security / Dynamic ARP Inspection

Properties Statistics

Properties

«©

Select Here «

Port Settings

&~ Ed 2se
Port Trust Source MAC Address Destination MAC Address IP Address Allow IP 0.0.0.0 Rate Limit Option
0GE? Unlimite
10GE3 Unlimite
0GE4 Uniimite

Cancel m

Available settings are explained as follows:

Item Description
Enabled Switch the toggle to enable / disable the function of Dynamic ARP
Inspection.

D - means “Enable”.

- means “Disable”.

VLAN ID Select VLAN profile(s) to apply the function of Dynamic ARP
Inspection.
Only the GE/LAG port within the selected VLAN will apply DAI
function.

Port Settings

Edit Appears when one or more of the following ports are selected.

C Reset Clear current settings and return to factory default settings.

Port Displays the port (10GE1 to 10GEB, LAG! to LAG8) or ports for
applying DAl function.
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Trust Switch the toggle to enable/disable the function of DAI for this

port.

Source MAC Address  switch the toggle to enable/disable the function of the source

MAC address validation mechanism for this port.

Destination MAC Switch the toggle to enable/disable the function of the destination

Address MAC address validation mechanism for this port.

IP Address Switch the toggle to enable/disable the function of IP address
validation mechanism for this port.

Allow IP 0.0.0.0 Switch the toggle to enable/disable the function.
The IP address of “0.0.0.0” can be applied to this port if it is
enabled.

Rate Limit Enter a rate limitation value (0~50) for this port.

Option - Clear current settings and return to factory default settings.

oK Save the settings.

In addition, you may click the & 2T link to open the setting page for modifying the above
settings.

Security / Dynamic ARP Inspection
Properties 5

Statistics

Properties Dynamic ARP Inspection X

«©

Select Here

Port Settings

Port Trust Source MAC Address

«©

<)
=]
4]
fa]

» © © © © ©
@

rrrrr

cancel “

Available settings are explained as follows:

ltem Description

'ﬂ' Click to modify the Destination MAC Address, IP Address, Allow IP
0.0.0.0 and Rate Limit value.
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Port Settings

Port Trust Source MAC Address

® 10GE1 [ @ o

Destination MAC Address
IP Address

Allow IP 0.0.0.0

Rate Limit

Option

]
>

After finishing this web page configuration, please click OK to save the settings.

lII-7-2 Statistics

This page displays all statistics recorded by Dynamic ARP Inspection function.

Security / Dynamic ARP Inspection

Properties

Statistics

] Clear A » Refresh

Port Forward Source MAC Failure Destination MAC Failure Source IP Validation Failure
© 10GE a a 0 0
© 10GE2 v) a 0 0
© 10GE3 ] o 0 0
© 10GE4 o o 0 0
© 10GE5 a [t} 0 0
© 10GE6 o} [t} 0 0
© LAGT 4] a 0 0
© LAG2 c o 0 0
© LAG3 o o 0 0
© LAG4 o o 0 0
© LAGS 0 [t} 0 0
© LaGe 4] a 0 0
| AT n n n n

138



-8 DHCP Snooping

DHCP snooping is able to validate DHCP messages obtained from untrusted sources and filter

out invalid message.

For DHCP snooping to function properly, it is suggested to connect DHCP servers to VigorSwitch
through trusted interfaces; because untrusted DHCP messages will be forwarded to trusted

interfaces only.

lI-8-1 DHCP Snooping

By default, DHCP snooping is inactive on all VLANs. You can enable such a feature on a single

VLAN or a range of VLANSs.

This page allows a user to configure detailed settings of DHCP Snooping for each port

(GE/LAG).

Any device that is not in the service provider network will be regarded as an untrusted source
(such as a customer switch). Host ports are untrusted sources. In VigorSwitch, you can assign
a source as a trusted device by configuring the trust state of its connecting port.

Security / DHCP Snooping

DHCP Snooping Option82 Statisti

DHCP Snooping

«©

Select Here -

Port Settings

Port Trust Verify Hardware Address Rate Limit Option

e

10GEZ2

10GE3

pps
pps
pps

PRs

Cancel n

Available settings are explained as follows:

tem
Enabled

VLAN ID

Description

Switch the toggle to enable / disable the function of DHCP
Snooping.

O - means “Enable”.

- means “Disable”.

Select VLAN profile(s) to apply the function of DHCP Snooping
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Port Settings

Port

Edit

Trust

Verify Hardware
Address

Rate Limit

Option

(0] ¢

function.

Only the GE/LAG port within the selected VLAN will apply DHCP
Snooping function.

Displays the port (I0GE to 10GE6, LAGI to LAG8) or ports for
applying the DHCP snooping function.

It is available if one of the Ports is selected.

Click to modify the settings of Trust, Verify Hardware Address, and
the rate limit value.

Switch the toggle to enable/disable the function of DHCP
snooping for this port.

Switch the toggle to enable/disable chaddr (client hardware
address) validation of GE/LAG port. All DHCP packets will be
checked if the client hardware MAC address is the same as the
source MAC in Ethernet header or not. Default is disabled.

Enter the rate limitation (0~300) of DHCP packets. The unit is “pps”.
“0" means unlimited. Default is unlimited.

~ - Clear current settings and return to factory default settings.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.

II-8-2 Option82

You can use information settings including Remote ID and Circuit ID for Option82, also known
as the DHCP relay agent, to protect VigorSwitch against spoofing attacks.

This page allows a user to set a string as remote ID for DHCP option82. For example, use a
switch-configured hostname or specify an ASCII text string as remote ID.

In addition, it allows a user to set string as circuit ID for DHCP option82 setting. Circuit ID shall
be combined with VLAN name (or VLAN ID number) and interface name (GE/LAG port).
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Security / DHCP Snooping

DHCP Snooping Optiong2 Statist

Option82

ICS

Usar-defined

14:49:bc:a7el:ab (Switch Mac in Byte Order)

Option 82 Circuit ID

Port VLAN

Port Settings

Circuit ID Option

No data available in table

Port Enabled Allow Untrust Option

10GE1 Keep

Cancel “

Available settings are explained as follows:

ltem
Option82
Option 82 Remote ID

Option 82 Circuit ID
+Add

Port Settings
Port

Enabled

Allow Untrust

Description

The string specified here is used to identify the remote host.

User-defined - Check it and manually enter switch MAC in byte
order in the entry box.

Port VLAN Circuit 1D

Port - Use the drop down list to select the port (I0GE1 to 10GE12,
LAGI to LAG8) or ports for applying DHCP snooping, Option82
function.

VLAN - Choose a number as VLAN ID which is easy to be identified
for a packet containing with it.

Circuit ID - Enter ASCII text string in the entry box. Later, any packet
passes through the specified interface (GE/LAG port) will be
inserted with such information.

Displays the port (I0GE to 10GE6, LAGI to LAGS) or ports for
applying the Option82 function.

Switch the toggle to enable / disable the function of Option82
Property.

O - means “Enable”.

- means “Disable”.

Untrusted packets detected by VigorSwitch will be performed by
the action determined here.

Keep - Packets are allowed to pass through.
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Drop — Packets are blocked and discarded.
Replace — Packets will be replaced.

Option - - Clear current settings and return to factory default settings.
oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.

lII-8-3 Statistics

This page displays all statistics recorded by DHCP snooping function.

Security / DHCP Snooping

DHCP Snooping Option82

DHCP Snooping

Ports Forward g:'z:tk I;?;Taware hetils Untrust Port Drop \Li’?:;u;tp:&:;r%ﬁ)’op Invalid Drop
10GET 0 a 0 0 0
0GE2 0 o} 0 0 0
10GE3 0 0 0 0 0
10GE4 0 o} 0 0 0
10GES 0 0 0 0 0
10GES 0 o} 0 0 0
LAG1 0 0 0 0 0
LAG2 0 a a 0 0
LAG3 0 o} 0 0 0
LAG4 0 a a 0 0
LAGS 0 o} 0 0 0
LAGE 0 a a 0 0
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[1I-9 IP Conflict Prevention

A user can configure IP addresses for network devices manually. However, it might result in
conflict between different devices due to using the same IP address, and cause the devices
not working correctly.

IP Conflict Prevention allows you to prevent IP conflict by binding the port with the specified IP
address.

Prevention Level: Off

Security / IP Conflict Prevention

IP Conflict Prevention

off Detect Onl Detect & Block

Protected Hosts

Port P MAC Address Host Type Conflicted By Option

oo [0

Prevention Level: Detect & Block

Security / IP Conflict Prevention

IP Conflict Prevention

Off Detect Only Detect & Block

Prevention Setup Quick Start Wizard f

Maitor

.= OO0 B

LAG Group With DHCP Server &1 Multiple Host &= DHCP Server Static Binding O DHCP Client

Protected Hosts

Port P MAC Address Host Type Conflicted By Option

No data available in table

Available settings are explained as follows:
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tem

IP Conflict Prevention

Prevention Level

Prevention Setup

Description

Off - The function of IP conflict prevention is disabled.

Detect Only - VigorSwitch will detect the host but no further action
executed.

Detect & Block - VigorSwitch will detect the host and block the host if it
meets the configuration on this page.

Quick Setup Wizard - It is available only when Detect & Block is
selected as Prevention Level. The system will guide to bind server port
with an IP address step by step.

Step 1: Choose a server port. Click Next.

Which is the DHCP Server port? 10GET~

Step 2: Confirm the port type. Click Next.

Define the DHCP Server port Please confirm the port type

LAG Group With DHCP Server &% Multiple Host B2 DHCP Server @ Static Binding & DHCP Client

Step 3: Wait for the network detection.

Network Detecting...

Step 4: Confirm / modify the protected host. Click Next.
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e e 7N
- |
N
Define the DHCP Please confirmthe  Please confirm the

Server port port type protected hosts

1 Port 2.5GE2 IP Address 192.168.1.1

Is your PC in the protected list? If no, then add it te protection (if yes, then skip):

PC is connected to port 2.5GE1 -
IP Address

Step 5: Set up the prevention level. Click Next.

O 0O 0 ©
./

Define the DHCP Please confirm the Please confirm the Please set up
Server port port type protected hosts prevention level
I [ I
Off Detect Only Detect & Block

After clicking OK, the IP address specified for the GE port will be
unavailable for other network devices.

Security / 1P Conflict Prevention

1P Conflict Prevention

Prevention Level
I [

off Detect Only Detect & Block

Permit Link Aggregation [ o)

BN -

.- EICIEE S5

LA Group 23 With DHCP Server &9 Multiple Host &= DHCP Server @ StaticBinding & DHCP Client

Protected Hosts.
Port P MAC Address Host Type Conflicted By ‘Option
25GE10 19276811 14:49BCED-AD:68 Dynamic Binding 7|
Permit Link It appears after running the quick start wizard for IP conflict
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Aggregation prevention.

The devices connected to the LAG ports will not be blocked due to
using the same IP.

Protected Host

Port Displays the LAN port number (2.5GE1 to 2.5GE24, 10GE] to 10GE6, LAGI to
LAG8) of the DHCP server.

IP Displays the IP address of the DHCP server.

MAC Address Displays the MAC address of the DHCP server.

Host Type Displays the result of host type (e.g, Dynamic Binding) of the DHCP
server.

Conflicted By Displays the object conflicting with the host.

Option

7 _ Click to modify the settings of the selected port.

[ - Click it to remove the selected entry.
Clear Click it to remove all entries.

After finishing this web page configuration, please click OK to save the settings.

To modify settings for a host, click the 7 link of each port to open the setting page.

Security / IP Conflict Prevention

1P Conflict Prevention Edit Port

| Multiple Host

Detect & Block

T~

Protected Hosts

Port P MAC Address Host Type

. - o |

Available settings are explained as follows:

ltem Description
Edit Port
Port Displays the LAN port number (10GE1 to 10GEB, LAGI to LAGS) of the

selected host.

Port Type Specify the port type for the selected host.
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DHCP Client
Static Binding
Multiple Host
DHCP Server

IP Address(es) Enter the IP address based on the port type.

There's a DHCP Server | Yes - If there is a DHCP server in this port already, click Yes.

in this port No - If there is no DHCP server in this port already, click No.

147



1I-10 Loop Protection

Loop event might be caused due to wrong hardware connection. VigorSwitch will periodically
send packets out to check if they loopback or not. This page allows you to set conditions and
perform an action when VigorSwitch detects the looped packet.

Security / Loop Protection

Loop Protection

Enabled ()

When loop occurred. | | Log B Shutdown Port  after [EESSETT] 3 seconds ‘

Port Action Option

10GET Follow Global Setting

Follow Global setting

10GE2

10GE3 Follow Global Se

10zES Follow Global s

10GES

Follow Global 5&
10GE6 Follow Global Se
Follow Global s
Follow Global 5e
Follow Global s

Follow Global s

ool oNoNollol ool ol -

Follow Global Setting

Cancel m

Available settings are explained as follows:

ltem Description

Loop Protection

| status Enable / Disable - Switch the toggle to enable / disable this
function. VigorSwitch will detect the loop event of the GE port
automatically.

O - means “Enable”.

- means “Disable”.
When loop occurred. When the switch detects loop situation occurred to a port; it will
perform the action selected in this field.
Log - The switch will record such event as a log.
Shutdown Port - The switch will shut down the port.

After 1second/2 seconds/3 seconds - Determine the time to
record the event and / or shutdown the port.
The settings configured here will be treated as global setting for

all GE ports.

Port Displays the port number (2.5GE1 to 2.5GE24, 10GE] to 10GEB, LAG] to
LAG8). Check the box to the left to enable the selected port.

Status Enable / Disable — Switch the toggle to enable / disable this
function.

Action Display the specified action for the selected port.
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oy

Option - Click to modify the loop protection settings of the selected

port.
To modify settings for a port, click the link to open the setting page.
Security / Loop Protection
Loop Protection Port Setting *
Enzbled () 10GE1

Follow Global Setting

When loop occurred, Log Shutdown Port  after

& B d
Follow Global Setting
Port Status Action Option
Log
10GE1 Follow Global Setting
Shutdown Port
10GE2 Follow Global Setting
Shutdown Port and Log
10GE3 Follow Global Setting
10GE4 Follow Global Setting
Follow Global Setting
Follow Global Setting
LAGT Follow Glebal Setting
LaG2 Follow Global Setting
LAG3 Fellow Glebal Setting
LAGA Follow Global Setting
LAGS Follow Global Setting

Cancel “

Available settings are explained as follows:

Item Description

Port Setting

Port Displays the port number (10GEI to 10GE6, LAG] to LAGS).
Enabled Enable / Disable — Switch the toggle to enable / disable this

function. VigorSwitch will detect the loop event of the GE port
automatically.

O - means “Enable”.

- means “Disable”.

Action Follow Global Setting - Adopts the settings configured for When
loop occurred.
Log - The switch will record such event as a log.
Shutdown Port - The switch will shut down the port.
Shutdown Port and Log - The switch will shut down the port and
record the event as a log. The system administrator will view the
content from system log.

After finishing this web page configuration, please click OK to save the settings.
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-1 Port Recovery

This page is used for configuring settings to recover the port which is being blocked by the
following functions after a defined period of time.

Security / Port Recovery

Port Recovery

Automatically recover the port(s) if blocked by encountering these situations:

BPDU Guard
Self Loop
Broadcast Flood
Unknown Multicast Flood
Unicast Flood
Access Control List
Port Security
DHCP Rate Limit
ARP Rate Limit

Cancel n

Available settings are explained as follows:

tem

Port Recovery

Recover the port(s)
after

Description

The port being blocked will be able to receive and send traffic
after the time period configured here.

Check the box to block the port(s) if encountering the situations listed below.

BPDU Guard

Self Loop
Broadcast Flood
Unknown Multicast
Flood

Unicast Flood

Access Control List

Port Security

Checked - Recover the port being blocked by BPDU Guard after
the time set in Recovery Interval.

Checked - Recover the port being blocked by self loop Guard
after the time set in Recovery Interval.

Checked - Recover the port being blocked by broadcast flood
after the time set in Recovery Interval.

Checked - Recover the port being blocked by unknown multicast
flood after the time set in Recovery Interval.

Checked - Recover the port being blocked by unicast flood after
the time set in Recovery Interval.

Checked - Recover the port being blocked by ACL after the time
set in Recovery Interval.

Checked - Recover the port being blocked by port security after
the time set in Recovery Interval.
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DHCP Rate Limit Checked - Recover the port being blocked by DHCP rate limit after
the time set in Recovery Interval.

ARP Rate Limit Checked - Recover the port being blocked by ARP rate limit after
the time set in Recovery Interval.
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This page is left blank.
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Chapter IV Utilities
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IV-1 Device Check

After finished copper test, the results will be shown on the lower side of this web page.

This page is used to configure device check of PoE PD devices. It can be applied to PoE PD
devices connected directly, check ping echo status, and forcefully reboot the device when
meeting the preset health condition.

Utilities / Device Check

Device Check

Port Checking Status Ping IP Address Interval Time (sec.) Retry Time Failure Action Mail Alert Reset
10GET [ @) 0000 15+ 1~ Nothing
10GE2 0.0.0.0 15~ 1~ MNothing
10GE3 Q.00 15+ 1~ Nothing
10GE4 0000 15~ 1 v Mothing~
DGES 0.0.0.0 15~ 1~ MNothing
10GEE Q.00 15+ 1~ Nothing

Can Ce‘ n

Available settings are explained as follows:

ltem Description
Port Display the port number (10GE1 to 10GEB).
Check the box to the left to enable the port settings.

Checking Status Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

Ping IP Address Enter the IP address of the PoE device for check.

Interval Time (sec.) The ping check will be performed every 15, 30, 60 or 120 seconds
for the selected port (PoE device).

Retry Time The system will perform the ping check the selected port (PoE
device) for 1, 3 or 5 times.

Failure Action Specify the action performed for POE device when there is ho
number of retry time of echo from given IP address.

Power Cycle - Force reboot the device by cycling the power
given to the PoE device.
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Power Off - The PoE device will be powered off.

Nothing - Log this event only, no action is taken on PoE

device.
Mail Alert Enable / Disable — Switch the toggle to enable / disable this
function.
Reset '~ Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.
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V-2 Cable Diagnostics

After finished copper test, the results will be shown on the lower side of this web page.

Utilities / Cable Diagnostics

Copper Test

® Run Test Cancel

Result

Port Link Speed Status

No data available in table

Available settings are explained as follows:

ltem Description
Cooper Test
Run Test Perform the copper test action.

Before clicking Run Test, select the port or ports (2.5GEl to 2.5GE24,

10GE1 to 10GEB) on the panel figure for performing cable

diagnostics.

Result

Show details Click to display more detailed information about the scanning
result.

Port Displays the port number that has been performed with cable
diagnostics.

Link Speed Displays the link speed of the port(s).

Status Displays the connection status of the port(s).

After finishing this web page configuration, please click OK to save the settings.
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V-3 Ping Test

This page is used for configuring the ping test and perform the ping test.

Utilities / Ping Test

Ping Test

Ping Host
Ping Time

Interval

® Run Test

Available settings are explained as follows:

ltem Description
Ping Test
Protocol Choose IPv4/IPv6 to specify IP address for sending ping to check if

network path is ok.

Ping Host Enter the IP address of SNMP server based on the protocol
selected above.

Ping Time It means how many times to send ping request packet.
Enter a number between 1 and 5 as the count and the default
configuration is 4.

Interval Defines the interval to perform ping action. For example, “I” means
the ping action will be performed per second.

Run Test Perform ping action.
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IV-4 Fan Test

The built-in fan in the VigorSwitch can be tested if it runs normally or not. Simply click Test to
perform the fan test.

Utilities / Fan Test

Fan Test
Result
Fan Speed(rpm)

Mo data available in table

158



IV-5 SFP Vendor Info

To get general information about the SFP vendor, select Utilities>>SFP Vendor Info.

Utilities / SFP Vendor Info

SFP Vendor Info

P 10GE5 ~
Select All
Result 10GES
10GEB
@ Hide details
Port Temperature Voltage Current Output power Input power OE-Fresent LoS

Mo data available in table

159



V-6 sFlow

sFlow (Sampled Flow) is a method which uses sampling to get the network packets
information for the system administrator understanding the network operation and the
network congestion.

VigorSwitch plays the role of sFlow agent which collects and sends the collected data to a
sFlow controller (e.g, an external monitoring software) for executing data analysis. The system
administrator shall install the sFlow controller on the device which can communicate with
VigorSwitch. When the administrator wants to monitor the data traffic via VigorSwitch and get
the statistics, he/she can configure VigorSwitch as sFlow agent by configuring the settings
listed below. Later, the sFlow controller can analyze the data and offer statistics for the system
administrator.

Utilities / sFlow

sFlow

- Profile Status  Packet Sampling Rate Counter Sampling Interval Collector Address Collector Port Data Source Port Option

1 400 30 - 6343 - &

400 30 - 6343 2
3 400 3 6343 &
4 400 3 6343 Vi

400 30 - 6343 s
6 400 30 - 6343 &
7 400 30 - 6343 &
8 400 3 6343 &

Available settings are explained as follows:

ltem Description
Profile Status Enable / Disable — Switch the toggle to enable / disable this
function.

o - means “Enable”.

- means “Disable”.

Packet Sampling Rate  Displays the sampling rate of the packets for the server to

capture.

Counter Sampling Displays the time (sec.) for the sFlow server to obtain the traffic on

Interval the interface (LAN port) periodically.

Collector Address Displays the hostname, IPv4 address, or IPv6 address of the data
collector device.

Collector Port Displays the port number used for real-time monitoring traffic
status.

Data Source Port Displays the LAN interface (I0GE! to 10GE6) of the data source port.
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Option 4 ) . . .
- Click to modify the loop protection settings of the selected

port.
To modify settings for a port, click the link to open the setting page.

sFlow

sFlow Profile 1 X

Select Here -

Available settings are explained as follows:

Item Description

sFlow Profile #

Profile Enabled Enable / Disable — Switch the toggle to enable / disable the
settings for the selected profile.

O - means “Enable”.

- means “Disable”.

Packet Sampling Rate = Set the sampling rate of the packets for the server to capture.

Counter Sampling Set a time for the sFlow server to obtain the traffic on the interface

Interval (LAN port) periodically. Then, the sever will make statistics and
transmit the data to the collector device. The default value is 30
(seconds).

Collector Address Type Usually, you can specify a server or an IP address as a data
collector device. Specify the role of the server (hostname, IPv4 or
IPvB).

Collector Address Enter the hostname, IPv4 address or IPv6 address according to the
collector type selected.

Collector Port The port number is the basic sampling unit which can be used for

real-time monitoring traffic status. The default port number is
6343.
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Data Source Ports Specify the LAN interface (I0GE1 to 10GE6) as the data source port.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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Chapter V Monitoring



V-1Log Center

V-1-1System Log Information

This page allows the user to set filtering conditions and displays the filtering result.

Monitoring / Log Center

System Log Information System Log Settings

System Log Information

Fiter 3%
Time Log Type Log Level Log Category Content

1 RAM notice Port 10GigabitEthernet4 spead changed to 1000M
2 RAM notice Port 10GigabitEthernet4 link up
3 natice Port 10GigabitEthemnetd link down
4 Jan 23 2026 15:50:18  RAM notice Port 10GigabitEthernetd speed changed to None
5 Jan 23 2026 15:50118  RAM notice Port 10GigabitEthernet4 link up
& an 23 2026 15:50:18  RAM natice Port 10GigabitEthernet4 link down
7 Jan 23 2026 14:34:49  RAM notice AAA Successful login through Web [Username admir
8 Jan 23 2026 13:53:28 RAM notice Port 10GigabitEthernetd link up
9 Jan 23 2026 13:53:25 RAM notice Port 10GigabitEthernet4 link down
10 Jan 23 2026 13:53:23  RAM notice Port 10GigabitEthernetd spead changed to 1000M

Available settings are explained as follows:

ltem Description
Filter Click to set the conditions for filtering.

System Log Information  System Log Settings

System Log Information

Fiter =
Type

om | 2/R8 B | ==E m] Lo
Log Type RAM Flash i
Log Level 3 Selected v i
no

Log Categery 29 Selected
no
5 Oct 152021 17:50:45 RAM o3}

Showing 1 o & of 5 entries

Type - Specify the time (Past 1 Hour, Past 1 Day, Past 1 Week) for
filtering.

Log Type - Select RAM (explore the logs contained in volatile
memory (also known as RAM) or Flash (explore the logs contained
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in non-volatile memory).

Log Level - Select severity (emerg, alert, crit, error, warning, notice,
info and debug) of log messages which you wish to filter out for
review.

Log Category - Select the categories (related features) of logs
you wish to review.

Clear All Clear it to remove all logs displayed in this page.
Refresh Click it to refresh the log.

Time Displays the filtering time type.

Log Type Displays the log type (RAM or Flash).

Log Level Displays the severity of the log.

Log Category Displays the category of the log.

Content Displays the brief explanation of the log.

V-1-2 System Log Settings

This page allows users to enable system logging into local Syslog and specific remote Syslog
server for storage.

V-1-2-1 Local

Monitoring / Log Center

zystem Log information 2ysiem Log >ettings

System Log Settings
Syslog_Mail_Server &~

Where to Log

Leg In Enabled Log Level

v v v v v v
. 9 QA @ Qo @ 9

Available settings are explained as follows:

Item Description

System Log Settings
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System Log Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

System Log Mail Enable / Disable — Switch the toggle to enable / disable this
function.

Syslog Mail Server - Click to configure Syslog Mail Server.
Where to Log

Local Log in - Displays the log type.
Enabled - Select the box to enable the log type (RAM/Flash).

Log Level - Select the box(es) to select the severity of the log.

To modify settings for the Syslog Mail Server, click the link to open the setting page.

Monitoring / Log Center

System Log Information System Log Settings

System Log Settings Syslog Mail Server X
Syslog Mail Server ¢

‘Where to Log

LogIn Enabled Log Level

Mail Notification
Flash

Send Test Mail Cancel n

Available settings are explained as follows:

Item Description

Syslog Mail Server

Description Displays the name of the Syslog Mail Server.

Server Status Enable / Disable — Switch the toggle to enable / disable the Syslog
Mail Server settings.

O - means “Enable”.

- means “Disable”.

SMTP Server Enter IP address or URL of the SMTP server.

SMTP Port Enter the port number for the SMTP server.
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Authentication

Encryption

Sender
Receiver

Mail Notification

Log Type

Send Test Mail

Enable / Disable - Switch the toggle to enable / disable the
authentication mechanism.

Username - Enter a user name for authentication.

Password - Enter a password for authentication.

Enable / Disable — Switch the toggle to enable / disable this
function. After enabling Authentication, choose one of the
encryption servers for data encryption.

STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with StartTLS.

Enter the email address which will send the syslog mail out.

Enter the email address which will receive the syslog mail.

Vigor system will send the e-mail related to the selected
feature(e.g, AAA, ACL) to the recipient.

After clicking this button, VigorSwitch system will send a test mail
to the recipient.

After finishing this web page configuration, please click OK to save the settings.

V-1-2-2 Remote

This page allows users to enable system logging into a specific remote Syslog server for

storage.

Monitoring / Log Center

System Log Information System Log Settings

System Log Settings

‘Where to Log

- Server IP: Port

«©
«©

Syslog_Mail_Server

Log Level Facility Option

No data available in table

Available settings are explained as follows:

ltem
System Log Settings
System Log

Description

Enable / Disable — Switch the toggle to enable / disable this
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function.
D - means “Enable”.

- means “Disable”.

System Log Maiil Enable / Disable — Switch the toggle to enable / disable this
function.

Syslog Mail Server - Click to configure Syslog Mail Server.

Where to Log

+Add Server Click to create a new remote server.

Log In Displays the index number of the remote server.

Server IP: Port Displays the IP address and port number used by the server.
Log Level Displays the severity of the system log.

Facility Displays the facility of the remote Syslog server.

To add a remote server, click the "+Add Server’ to open the edit page.

Monitoring / Log Center

System Log Information Systemn Log Settings

System Log Settings Log Server X

Syslog_Mail_Server

Where to Log Al
Emergency
Alert
oca Remaots Critical
Error
arve Warning
Notice
-~ Server IP: Port Log Level Facility Option Informational
No data available in table Debug
localQ~

Cancel “

Available settings are explained as follows:

ltem Description

Log Server

Server IP Address Enter IP address of the Syslog server.

Server Port Specify the port that syslog should be sent to.

Log Level Select severity (emerg, alert, crit, error, warning, notice, info and

debug) of log messages which will be stored.

Facility One device supports multiple facilities (represented with facility ID,
local0 to local7) of remote Syslog server. For each facility 1D
contains different Syslog server configuration, please choose a
facility ID for this Syslog server.

168



After finishing this web page configuration, please click OK to save the settings.
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V-2 Bandwidth Utilization

This page offers the traffic statistics including data information and data of interframe gap for
each port.

Monitoring / Bandwidth Utilization

Bandwidth Utilization

2 Secw

@)
Link Down Te(Mbps;
Ru(Mbps)
10GE1
10GE2
Available settings are explained as follows:
Item Description
Auto Refresh Select the time interval for refreshing this page.
Interframe Gap The data of the interframe gap can be displayed or hidden by

enabling/disabling for Interframe Gap.

Enable / Disable — Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.
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V-3 DHCP Table

This page shows the IP list assigned by the DHCP server.

Monitoring / DHCP Table

DHCP Table

IP Address MAC Address Host ID Leased Time Start

1 192168112 14:48:BC4T3RE3 FIXED_IP

Showing 1to 1of 1 entries Leased Time Start

FIXED_IP
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Leased Time End

FIXED_IP

Show

A

v | entries



V-4 Routing Table

Monitoring / Routing Table

Routing Table

Type Destination IP/Mask Gateway Interface

No data available in table

Showing O

Show Al w entries
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V-5 CLI Sessions

This page shows a list of CLI command executed. You can delete the selected CLI session by
click the Remove button under the Edit item.

Monitoring / CLI Sessions
Command-Line Interface Sessions

PID Login Type User Host Option

No data available in table
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V-6 PoE Status

This page displays the current PoE status (configured in Properties, Device Check and
Schedule) for each PoE port.

Monitoring / PoE Status

PoE Status

Search :

Port PoE Status Powerd Device (PD) PD Class Priority Power Used Power Limit Action

10GE1 Enabled None

10GE2 Enabled None

Low ow 60W (802 3BT)

Low ow 60W (802 3BT)

Available settings are explained as follows:

ltem

PoOE Status

Refresh

PoE Mode

Power Budget(Ww)
Consuming Power(W)

Remaining Power(W)

Port

POE Status

Powered Device (PD)
PD Class

Priority

Power Used

Power Limit

Action

Description

Click it to refresh the status page.

Displays the PoE Mode (Manual/Auto) selected for the LAN port.
Displays the maximum power this switch can supply over POE.
Displays current power being consumed by all devices over POE.

Displays remaining power that can be supplied to additional
devices over POE.

Displays the PoE port number (10GEI to 10GE4).

Displays the status (Enabled / Disabled) of the PoE port.
Displays the status (ON/None) of the PoE device.
Displays the power limit (15.4W/30W) of the PoE device.
Displays the priority of the PoE port.

Displays the consuming power of the PoE port.

Displays the total power for all PoE port.

If the PoOE device connects to VigorSwitch, it will be available for
you to manually perform the cold boot for the PoE device by
cycling the power supply.
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V-7 LLDP Status

V-7-1 General Statistics

This page offers the statistics of LLDP packets of each port (10GET to 10GEB).

Monitoring / LLDP Status

Genaral Statistics LLDP Device LLDP Owerloading
General Statistics
3
3
Port Total Tx Frames Total Rx Frames Discarded Rx Frames Error Rx Frames Discarded Rx TLVs Unrecognized Rx T
10GE 0 0 0 0 4] o
10GE2 0 0 0 0 ) 0
T0GE: 0 0 0 0 o] 0
10GEL nre 47 0 o ] ¢
10GES 0 0 0 0 ] 0
10GES 0 0 0 0 o] 0
Showing 1to & of & entries Show 4l v entries

Available settings are explained as follows:

Item Description
General Statistics
Clear All Clear it to remove all logs displayed in this page.

Refresh Click it to refresh the status page.
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V-7-2 LLDP Device

This page displays information for LLDP local and remote devices.

V-7-2-1 Local

This page displays information for LLDP local device.

Monitering / LLDP Status

LLDP Device

Device Summary

Port Details

LLDP Cverloading

MAC Address
1449:8CATELAS

PX2060

DrayTek Corp. 4-Port 100/1000/2.56/5G/10G BaseT PoE + 2-Port 1000M/10G SFP+ L2 Switch
Bridge

Bridge

Interface name

Port LLDP Status Port ID Port Description Management IPvd/IPv6
> 10GE1 T & Rx gil
> 10GE2 waR 2

Available settings are explained as follows:

ltem

Refresh

Device Summary

Port Details

Description

Click it to refresh the status page.

Display a summary of the LLDP information for this switch.

Chassis ID Subtype - Display the type of chassis ID, such as the
MAC address.

Chassis ID - Display Identifier of chassis. Where the chassis ID
subtype is a MAC address, the MAC address of the switch is
displayed.

System Name - Display model name of switch.

System Description - Display description of switch.

Capabilities Supported - Display the primary functions of the
device, such as Bridge, WLAN AP, or Router.

Capabilities Enabled - Primary enabled functions of the device.

Port ID Subtype - Display the type of the port identifier that is
shown.

Display detailed information of the selected GE port.

Click > to review the detailed information contained in TLVs sent
out from each interface, containing MAC/PHY, 802.3, 802.3 Link
Aggregation, 802.1 VLAN and Protocol for each LAN port (10GE1 to
10GEB).
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Port Details

port LLDP Status Port ID Port Description Management IPv4/IPve
Global 8023

802.3 Link Aggregation

V-7-2-2 Remote
This page is used to view the information sent from neighboring devices by LLDP protocol.

Monitoring / LLDP Status

General Statistics LLDP Device LLDP Overloading
LLDP Device
Port Chassis ID Subtype Chassis ID Port ID Subtype Port ID System Name Time to Live
> 10GE4 Locally assigned A1000450 VAC address 08:BF-BEDSDD:A9 - 2843
Showing 1ta 1 of T entries Show Al entries

Available settings are explained as follows:

Item Description

Refresh Click it to refresh the status page.

Port Displays the number of the local port to which the neighbor is
connected.

Chassis ID Subtype Displays the type of chassis ID (for example, MAC address).

Chassis ID Displays the identifier of the 802 LAN neighboring device's chassis.

Port ID Subtype Displays the type of port identifier.

Port ID Displays the number of port identifier.

System Name Displays the name of the switch.

Time to Live Displays the time interval in seconds after which the information

for remote device will be deleted.
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V-7-3 LLDP Overloading

This page allows user to review current size, overall size of LLDP packet and whether it is to
exceed maximum allowed size of single LLDP packet.

Monitoring / LLDP Status

General Statistics LLDP Device LLDP Overloading

LLDP Overloading

Port Total Left to Send Status Mandatery 802.3TLVs Optional TLVs 802.1 TLVs
10GE1 71 147 g 23{Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
10GE2 il 147 g 23{Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
10GE: il 477 g 23({Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
10GE4 il 477 g 23{Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
10GES il 477 g 23{Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
10GES il 477 g 23{Transmitted] T(Transmitted) 10(Transmitted] B(Transmitted
Showing 1to & of 6 entries Show| Al « entries
Available settings are explained as follows:
Item Description
Refresh Click it to refresh the status page.
Port Displays the name of the port.
Total Displays the total number of bytes of LLDP information in each
packet.
Left to Send Displays the total number of available bytes left for additional LLDP
information in each packet.
Status Displays if LLDP TLVs has overloaded the PDU maximum size or not.
Mandatory Displays how many bytes used by mandatory TLVs.
802.3TLVs Displays how many bytes used by 802.3 TLVs.
Optional TLVs Displays how many bytes used by optional TLVs.
8021TLVs Displays how many bytes used by 802.1 TLVs.
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V-8 GVRP Statistics

GVRP (Generic Attribute Registration Protocol) is used automatically for exchanging
information for VLAN membership between switches. This page counts the GVRP information
received on each port.

Monitoring / GVRP Statistics

GVRP Statistics
3 Selected v 14 Selected -

C 10 sec
Tx

Port Join Empty Empty Leave Empty Join In Leave In Leave All

10GE1 0 ] 0 ] 0 [

10GE2 o ¢ 0 ¢ 0 [

10GE3 0 ] 0 0 0 ¢}

10GE4 0 o 0 o 0 [}

10GE5 0 ] 0 ] 0 [}
Showing 1to 5 of 14 entries n 2 3 Show| 5w entries
Rx
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V-9 IGMP Statistics

V-9-11GMP Snooping Statistics

This page counts the IGMP snooping traffic received or transmitted on the network.

Monitoring / IGMP Statistics

GMP Snooping Statistics GMP Group Table IGMP Router Table
IGMP Snooping Statistics
Rx Tx

Total 12 Leave 0
Valid a Report a
Invalid 12 General Query 0
Other Q Special Group Query Q
Leave o Source-Specific Group Query o
Report Q
General Query ]
Special Group Query 0
Source-5pecific Group Query 0
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V-9-2 IGMP Group Table

This page shows currently known and dynamically learned by IGMP snooping or shows the

assigned IPv4 multicast address group in operation.

Monitoring / IGMP Statistics

Snooping Statistics GMP Group Table IGMP Router Table

G

IGMP Group Table

VLAN ID Group IP Address Member Ports Type
Mo data available in table

Showing 0 to 0 of 0 entries

Available settings are explained as follows:

Life{Sec.)

Show | Al w| entries

ltem Description

VLAN ID Display the VLAN of this multicast group belongs to.

Group IP Address Display the multicast address of this multicast group.

Member Ports Display the port(s) where subscribing member of this multicast
group belongs to.

Type Display if it is dynamically learned or statically assigned.

Life(sec.) Display the life time of this multicast member left if no

membership report sent again.
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V-9-3 IGMP Router Table

This page shows the IGMP querier router known to this switch.

Monitoring / IGMP Statistics

IGMP Snooping Statistics

IGMP Router Table

VLAN ID Ports

Showiny 0 of 0 entries

[t}
=)
51

GMP Group Table GMP Router Table

Static Ports Forbidden Ports Type Expiry Time(Sec.)

Mo data available in table

Show| Al v entries

Available settings are explained as follows:

ltem

VLAN ID

Port
Static Ports
Forbidden Ports

Expire Time (sec.)

Description

Use the drop down list to specify a VLAN profile (created in Switch
LAN>>VLAN Management>>Create Vian) that the MLD querier
belongs to.

Display the static port member specified in Member Ports.
Display the LAN Port (GE/LAG) sending out query to remote host.
Display the forbidden LAN Port (GE/LAG).

Display the time before querier is considered no longer existed.
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V-10 MLD Statistics

Monitoring / MLD Statistics

MLD Group Table

MLD Router Table

This page counts the MLD messages received or transmitted on the network.

Tx

Total Leave 0
Valid Report 0
Invalid General Query 0
Other Spedial Group Query 0
Leave Source-Specific Group Query 0
Report 1]
General Query 0
Special Group Query Q
Source-Specific Group Query ]

Monitoring / MLD Statistics

MLD Snooping Statistics

MLD Group Table

VLAN ID Group IP Address Member Ports Type Life(Sec.)

No data available in table

Showing 0 to 0 of O entries

Show | Al v entries
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Monitoring / MLD Statistics

MLD Snooping Statistics MLD Group Table MLD Ro

MLD Router Table

(C Refrash
VLAN ID Ports Static Ports Forbidden Ports Type Expiry Time(Sec.)
No data available in table
Showing 0 to 0 of 0 entries Show| Al v entries
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V-11 STP Statistics

The Spanning Tree Protocol (STP) can be used to detect and disable network loops, and to
provide backup links between switches, bridges, or routers.

This page allows users to edit the general setting of the STP CIST port and browser CIST port
status.

Monitoring / STP Statistics

STP Statistics
Bridge Setting

32768/ 0/14:49:BCATE1:AG
32768/ 0/14:49:BCATETAG
0

32768/ 0/14:49:BCATETAD

o/0
20
20
5298
Port Setting
Identifier Path Cost ) Root P2P Option
Port D ted Root Bridk D ted Brid
° (Pricrity/ID) (Configured/Operating) esignated Root Briage Path Cost esignated sricge (Configured/Operating)
10GET 12811 0 /2000 0/00:00:00:00:00:00 0 0/00:00:00:00:00:00 Auto / No
NGE? 12R/2 n./2000 nMN-NNN0-0N-N0:NN 0 DAON-NO-DNNANN00 Aurn # Na

Available settings are explained as follows:

Item Description

Refresh Click it to refresh the status page.

Port Displays the interface number for GE and LAG.
Identifier Displays the spanning tree port identifier.

Path Cost Displays current path cost of given port.
Designated Root Displays the identifier of designated root bridge.
Bridge

Root Path Cost Displays the operational root path cost.
Designated Bridge Displays the identifier of next bridge on this port.
Configure BPDUs Rx Displays the counts of the received CONFIG BPDU.
TCN BPDUS Rx. Displays the counts of the received TCN BPDU.
Configure BPDUs Tx. Displays the counts of the transmitted CONFIG BPDU.
TCN BPDUs Tx Displays the counts of the transmitted TCN BPDU.
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V-12 Dynamic ARP Statistics

Monitoring / Dynamic ARP Inspection

Dynamic ARP Inspection Statistics

Port Forward Source MAC Failure Destination MAC Failure Source IP Validation Failure Destination IP Validation Failure
0 0 0 0 0
o] 4] 0 o] 0
0 0 0 0 0
10GE4 0 0 0 0 0
10GES 0 0 0 0 0
10GEE 0 0 0 0 0
LAGT 0 0 0 0 0
LAGZ o] 4] 0 o] 0
LAG3 0 0 0 o 0
LAGS 0 0 0 o 0
LAGS 0 0 0 o] 0
LAGE o] 4] 0 o] 0
LAGT o] 0 0 o] 0
LAGE 0 0 0 o o
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V-13 DHCP Snooping

Monitoring / DHCP Snooping

DHCP Snooping Statistics

Port Forward Client Hardware Address Check Drop Untrust Port Drop Untrust Port Drop With Option82 Drop Invalid Drof
10GE1 0 o] o 0 0
) o] 0 0 0
10GE3 ] o] o 0 0
10GEL 0 [t} o a 0
10GES ] [t} 0 0 0
10GES o o] o 0 0
LAGT 0 o] o 0 0
LAGZ [ o] o 0 0
LAG3 0 [t} o 0 0
LAG4 0 [} 0 a 0
LAGS 0 o] o 0 0
LAGE ] o] o 0 0
LAGT ) 0 o 0 0
LAGE ] o] o 0 0
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V-14 Port Statistics

This page displays statistics for GE/LAG ports.

Monitoring / Port Statistics

Port Error Statistics

Port Statistics

Port RxPackets RxOctets RxUnicast RxMulticast RxBroadcast RxPause TxPackets TxOctets
10GE1 0 ¢ 0 Q ] 0 o] 0
0GE2 0 0 0 Q [ 0 o 0
10GE3 0 ] 0 0 [ 0 ] o
10GEL 55076 16438562 53061 1475 540 0 66611 38697755
10GES 0 ¢ 0 Q 4] 0 Y] 0
0GES 0 0 0 0 [ ] o 0
Showing 110 & of & entries Show Al entries

Available settings are explained as follows:

ltem Description

Clear All Clear it to remove all logs displayed in this page.
Refresh Click it to refresh the status page.

Port Displays the port number.
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Chapter VI System Maintenance

2



VI-1 General

VI-1-1 Device Info

This page displays general information (name, location and contact) for the VigorSwitch.

System Maintenance / General

Time & Schedule Configuration Firmware Certificate Management

Device Info

Cancel “

Available settings are explained as follows:

Item Description
Device Name Displays the name of this VigorSwitch.

Change the name if required.
Location Define the location of this VigorSwitch.

Contact Define the contact information of this VigorSwitch.

After finishing this web page configuration, please click OK to save the settings.
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VI-1-2 Time & Schedule

This page allows users to configure maximum 15 schedule rules.

System Maintenance / General

Device Info Time & Schedule Configuration Firmware Certificate Management
Time
2026-01-23 172724 (GMT+0&:0C
30 secs
Schedule
- Description Status Action Frequency Operation Status Option
1 Fower On Onca Inactive

Cancel m

Available settings are explained as follows:

ltem Description

Time

Current System Time Display current system time based on the time server.
Time Mode Select SNTP or Manual.

If SNTP is selected, configure:

SNTP/NTP Server - Enter the web site of the time server or the
IP address of the server.

Server Port - Enter the port number use by the time server.

Automatically Update Interval - Set the interval (30 secs, 1
min, 3 mins, 5 mins, 10 mins and etc.) for the system to
update the time automatically.

If Manual is selected, configure:

Manual Time - Specify static time (yeor, month, day, hours,
minutes and seconds) manuailly.

Auto Detect Time Zone - Switch the toggle to enable / disable this
function.

O - means “Enable”.

- means “Disable”.

Daylight Saving Time - Switch the toggle to enable / disable this
function. If enabled, select the mode of daylight saving time.

Recurring - Using recurring mode of daylight saving time.
Non-Recurring — Using non-recurring mode of daylight
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when Recurring is
selected

when Non-Recurring is
selected

Schedule
Description
Status
Action
Frequency

Operation Status

Option

saving time.

USA -Using daylight saving time in the United States that
starts on the second Sunday of March and ends on the first
Sunday of November.

European - Using daylight saving time in the Europe that
starts on the last Sunday.

Daylight Saving Time Offset - Specify the adjust offset of daylight
saving time.

Recurring From - Specify the starting time of recurring daylight
saving time.

Recurring To - Specify the ending time of recurring daylight saving
time.

Daylight Saving Time Offset - Specify the adjust offset of daylight
saving time.

Non-recurring From - Specify the starting time of non-recurring
daylight saving time.

Non-recurring To - Specify the ending time of recurring daylight
saving time.

Displays a short comment for the schedule profile.
Displays the status (enable [ disable) the schedule profile.
Displays the action adopted by the schedule profile.
Displays how often the schedule will be applied.

Displays the status (active / inactive) of the schedule profile.

- Click to modify the setting page of the selected schedule
profile.

'~ Clear current settings and return to factory default settings.

After finishing this web page configuration, please click OK to save the settings.

Up to 15 schedule profiles are allowed to be set to meet various situations.

Click the "

" to open the edit page.
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System Maintenance / General

Device Info e & Schedule Configuration Firmware Certificate Management

Time Schedule b4

Schedule

- Description Status Action Frequency Operation Status Option

1 Power On Cnce Inactive

Available settings are explained as follows:

ltem Description

Schedule

Schedule Index Use the drop down list to choose one schedule profile.
Description Enter a brief comment for such schedule.

Schedule Enabled Switch the toggle to enable / disable this function.

O - means “Enable”. The selected schedule profile will take
action as configured.

- means “Disable”. The selected schedule profile will not

take action but be saved for future use.

Action Specify which action should perform during the period of the
schedule.

Power On — PoE connection is always on.
Power Off - POE connection is always down.

Start Date Specify the starting date of the schedule by choosing from a drop
down calendar.

Start Time Specify the starting time of the schedule by using the drop down
list to specify the starting hours and minutes.

Duration Time Specify the ending time of the schedule by using the drop down
list to specify the ending hours and minutes.

End Time Displays the time period setting.

Frequency Specify how often the schedule will be applied.
Once - The schedule will be applied just once.

Weekdays Routine - Specify which days in one week should
perform the schedule.
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Every - Check to select the days in a week.
Monthly Routine - Specify the day in a month as the starting point.

Duration Time - Use the drop down list to select the date in a
month.

Few Days Routine - The period of cycle duration is between 1 day
and 31 days. For example, 7 means the whole cycle is 7 days; 20
means the whole cycle is 20 days. When the time is up, the PoE
device will be turned on of off automatically.

Every - Use the drop down list to select the date in a month.

After finishing this web page configuration, please click OK to save the settings. A new
schedule profile will be shown on the page.
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VI-1-3 Configuration
Configuration Backup allows a user to backup the firmware image or configuration file on the
switch to remote TFTP server or host file system through HTTP protocol.

Configuration Restore allows a user to upgrade the firmware image or configuration file on the
switch to remote TFTP server or host file system through HTTP protocol.

System Maintenance / General

Device Info Time & Schedule Configuration Firmware Certfficate Management

Configuration Backup

K
oo N

Backup

Configuration Restore

o

Available settings are explained as follows:

ltem Description
Configuration Backup
Backup Method Select Backup method.
HTTP - Use WEB browser to backup firmware.
TFTP - Use TFTP to backup firmware.
Server IP Address - Enter the IPv4/IPv6 address for the TFTP

server.
Backup Content Backup - Make a backup copy for the configurations for
VigorSwitch.
Configuration Restore
Restore Method Select Restore method.

HTTP - Use WEB browser to restore firmware.

Select Configuration File - Choose the file which will be used
to restore the configuration settings.

TFTP - Use TFTP to restore firmware.

Server IP Address - Enter the IPv4/IPv6 address for the TFTP
server.

File Name - Enter the firmware image or configuration file
name on the TFTP server.

After finishing this web page configuration, please click OK to save the settings.
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VI-1-4 Firmware

This page allows a user to upgrade the firmware image or configuration file on the switch to
remote TFTP server or host file system through HTTP protocol.

System Maintenance / General

Device Info Time & Schedule Configuration Firmware Certificate Management

Firmware

o
o

Activate

Choose a file...

Available settings are explained as follows:

Item Description

Firmware

Current Firmware Display current used firmware.
Version

Upgrade Method Select Upgrade method:

HTTP - Use WEB browser to upgrade firmware.

Select Firmware File - Choose the firmware file located in
your computer.

TFTP - Use TFTP to upgrade firmware.

Server IP Address - Enter the IPv4/IPv6 address for the TFTP
server.

File Name - Enter the firmware image or configuration file
name on the TFTP server.

After finishing this web page configuration, please click OK to save the settings.
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VI-1-5 Certificate Manager

Use this page to renew the certificate that your root CA generated before.

System Maintenance / General
Device Info Time & Schedule Configuration Firmware

Renew Certificate

Cancel n

Item Description

Renew Certificate

Country (C) Country in which your organization is located.

State or Province State or province where your organization is located.
Name (DT)

Location (L) City where you're your organization is located.
Organization (O) Legal name of your organization.

Organization Unit (OU)  Department within your organization that you wish to be
associated with this certificate.

Common Name (CN)  Fully-qualified domain name / WAN IP that will be used to reach
your server.

Email (E) Email address of the entry.

After finishing this web page configuration, please click OK to save the settings.
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VI-2 Access Management

VI-2-1 LAN Access

The switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.224. The subnet mask specifies the network number portion of an IP address.
The factory default subnet mask is 255.255.255.0.

Use the IP Address (IPv4/IPv6) screen to configure the switch IP address and the default
gateway device. The gateway field specifies the IP address of the gateway (next hop) for
outgoing traffic. In addition, this page allows the network administrator to change the VLAN ID
of management access. Management access protocols such as http, https, SNMP and etc,,
are only accessible from the VLAN specified as management VLAN.

System Maintenance / Access Management
AN Access Managemeant Authentication & Profile TR-0ES OpenVPN Webhook Account & Password

IPv4 Access

IPv6 Access

Cancel n

Available settings are explained as follows:

Item Description
IPv4 Access
IP Mode Select the mode of network connection.

DHCP - Use static IPv4 address.
Static - Use DHCP provisioned IP address and Gateway if feasible.

IP Address - Enter the IP address of your switch in dotted
decimal notation for example 192.168.1.224. If static mode is
enabled, enter IP address in this field.

Subnet Mask - Enter the IP subnet mask of your switch in
dotted decimal notation for example 255.255.255.0. If static
mode is enabled, enter subnet mask in this field.

Gateway - Enter the IP address of the gateway in dotted
decimal notation. If static mode is enabled, enter gateway
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IPv6 Access

Auto Configuration

Management VLAN
Management VLAN
Protocol Access
HTTP Server,

HTTPS Server,
Enforce HTTPS Server,
Telnet Server,

SSH Server,

SSH Key Authentication
with No Password

address in this field.

DNS Serverl/2 - Enter primary/ secondary DNS server address
in this field.

Switch the toggle to enable / disable this function.

0 - means “Enable”. Let the switch automatically configure
IPv6 address.
DHCPv6 Client - Enable this feature if there is a DHCPvG

server on your network for assigning IPv6 Address, instead of
using Router Advertisement.

- means “Disable”.

IPv6 Address - Enter the IPv6 address of your switch. If auto
configuration mode is disabled, enter IPv6 address in this
field.

Gateway - Enter the IPv6 address of the router as your
default IPv6 gateway to access IPv6 Internet or other IPv6
network.

DNS Serverl/2 - Enter primary/ secondary DNS server address
in this field.

Select the VLAN ID as management VLAN.

Select the protocol(s) for remote access.

After finishing this web page configuration, please click OK to save the settings.
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VI-2-2 Management Authentication & Profile

The system administrator can log in VigorSwitch from profiles defined on this page. All profiles
will apply the configuration of management server(s) and authentication method(s) settings.

System Maintenance / Access Management

LAN Access anagemant Authentication & Profile TR-069 OpenVPN Webhook Account & Password

Management Authentication

Management Server Authentication Method
Console

Telnet

SSH

HTTP

HTTPS

Management List

Profile Name Rules Option

No data available in table

Available settings are explained as follows:
Item Description
Management Authentication
Management Server Displays available servers set as management server.

Authentication Method | Displays available protocols for different management servers.

Select one or more protocols for each server.

Management List Displays a list of profiles that will apply the settings of server and
authentication defined above.

+ Add Profile - Click to create a new management profile.

To add a remote server, click the "+Add Profile” to open the edit page.
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System Maintenance / Access Management

LAM Access

Management Authentication

Management Server

Console

Telnet

SSH

HTTP Local
HTTPS Local

Management List

Profile Name

Available settings are explained as follows:

tem
Add Profile

Profile Name

Profile Enabled

+Add Rule

Authentication Method

Mo data available in table

Descript

TR-069

None Local RADIUS
None Local
None Local

Rules

ion

Webhook

Optic

Account & Password

Add Profile

Action Port Management Priority Option

No data available in table

Cancel “

Enter a name for an authentication profile.

Switch the toggle to enable / disable this profile.

o - means “Enable”.

- means “Disable”.

Click to create rules.
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Add Rules X

Rule 1

Select Here 4

ALL~

IP Version - Specify the IP address/subnet to which the ACL should
be applied.

All - All the IP address should be applied.

IPv4 — Specify the IPv4 address [subnet.

Enter the IPv4 address/subnet to which the ACE rule should
apply.

IPv6 —Specify the IPv6 address [subnet.

Enter the IPv6 address/subnet to which the ACE rule should
apply.

Action - Select the action to be taken on the traffic of selected
service type.

Deny - Incoming / outgoing data which meets ACE rules will
be blocked.

Permit — Incoming / outgoing data which meets ACE rule is
allowed to pass through.

Port - Select the ports to which the ACL profile should be applied.
Management - Specify a management server for this rule.

Priority - Specify a priority number (1to 65535) for such rule. The
lower the number, the higher the priority.

oK Save the settings.

After finishing this web page configuration, please click OK to save the settings.
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VI-2-3 TR-069
This page allows a user to configure TR-069 settings for connecting to VigorACS 3.

System Maintenance / Access Management

LAN Access Management Authenfication & Profile OpenVPN ‘Webhook Account & Password

TR-069 Show Advanced Mode

«©

ACS Server

Test with Inform

Last Inform Response Time: (N/A) @

Cancel n

Available settings are explained as follows:

ltem Description

Show/Hide Advanced  Click to display / hide the advanced mode settings.

Mode

TR-069 Enabled - Switch the toggle to enable / disable this function.

o - means “Enable”.

- means “Disable”.

Basic Mode - ACS Server
ACS IP/Domoin Enter the IP address or domain name of the server.

Username Enter the username that you wan to link with the VigorACS (Auto
Configuration Server).

Password Enter the password that you wan to link with the VigorACS (Auto
Configuration Server).

Test with Inform Click to send a message to test if this CPE is able to communicate
with VigorACS server.

Advanced Mode - ACS Server

Protocol Choose HTTP or HTTPS for connecting with VigorACS.

Port Enter a value that VigorACS can use to access to this switch.
ACS IP/Domain Enter the IP address or domain name of the server.

Handler Enter the URL that you wan to link with the VigorACS (Auto

Configuration Server).
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Username
Password
Test with Inform

CPE Settings
CPE Client
URL

Port

Username
Password

TLS Version

TLS Minimum Protocol
Version

Periodic Inform
Enabled
Interval Time
STUN Settings
Enabled

Server Address
Server Port

Minimum Keep Alive
Period

Maximum Keep Alive
Period

Notification

Port Link Up/Down

Link Speed Change

POE Port Warning

Enter the username that you wan to link with the VigorACS (Auto
Configuration Server).

Enter the password that you wan to link with the VigorACS (Auto
Configuration Server).

Click to send a message to test if this CPE is able to communicate
with VigorACS server.

Choose HTTP or HTTPS for connecting with VigorACS.
Display the URL of VigorSwitch
Enter a value that VigorACS can use to access to this switch.

Enter the username that VigorACS can use to access into this
switch.

Enter the password that VigorACS can use to access into this
switch.

Due to security consideration, the built-in HTTPS VPN server of the
router had upgraded to TLS1x protocol (TLS1.2/TLS1.3). Select one of
the versions.

Switch the toggle to enable/disable the function.

Set the interval time for the switch to send notification to CPE.

Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

Enter the IP address of the STUN server.
Enter the port number of the STUN server.

If the STUN server is enabled, the switch must send binding
request to the server for the purpose of maintaining the binding in
the Gateway. Please type a number as the minimum period. The
default setting is “60 seconds”.

If the STUN server is enabled, the switch must send binding
request to the server for the purpose of maintaining the binding in
the Gateway. Please type a number as the maximum period. A
value of “-1" indicates that no maximum period is specified.

Vigor system will check the health status of LAN ports including link
up /down, speed change or PoE power disconnection.

Select LAN port(s) to do the health check of port link.
Select LAN port(s) to do the health check of speed change.

Select LAN port(s) to do the health check of PoE power.
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After finishing this web page configuration, please click OK to save the settings.

VI-2-4 OpenVPN

Devices connecting to VigorSwitch can transmit data to remote end via OpenVPN to ensure
the information security.

System Maintenance / Access Management
LAN Access Management Authentication & Profile TR-069 OpenVP Webhook Account & Password

OpenVPN

©

Choose a file... Upload

Clear

Disabled

Cancel n

Available settings are explained as follows:

Item Description

Remote Management Switch the toggle to enable / disable OpenVPN tunnel between
VigorSwitch with the remote end.

O - means “Enable”.

- means “Disable”.

Select Configuration It is available when remote management is enabled.

File As a VPN client, please import the OpenVPN config file coming

from OpenVPN server.

Current Configuration | Click to remove current configuration file.
File

Session Status Display current OpenVPN status (Disabled, Connecting or

Success).

After finishing this web page configuration, please click OK to save the settings.
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VI-2-5 Webhook

Without getting any request, VigorSwitch will send the data (if available) that a user
concerned to the specified URL (provided by remote client) automatically.

System Maintenance / Access Management

LAN Access Management Authentication & Prafile TR-069 OpenVPN

Webhook

Keep my settings while reset default.

Test

POST /Draytek/example HTTP/1.1
Host: www.draytek.com

o

ebhoo Account & Password

User-Agent: VigorSwitch PX2068, 1449BCA7E1A6

Content-Type: application/json
Content-Length: 172

{"device": {"UUID": "14:49:BC:A7:E1:A6", "type": "Switch", “name": "PX286@", "model”: "vigorSwitch PX2@6@", "manufacturer": "DrayT

Cancel “

Available settings are explained as follows:

tem

Enabled

URL

Repeat Period

Keep my settings while
reset default

Test

Description

Switch the toggle to enable / disable the webhook service. The
data will be transmitted to the specified URL.

O - means “Enable”.

- means “Disable”.

Specify the destination to receive the real-time data by entering
the URL.

Please get the URL from the client who wants to obtain the newest
and available data automatically from the Vigor switch.

Set the transmission interval (unit is minute).

Check the box to keep the webhook configuration when resetting
VigorSwitch with default settings.

Vigor system will send a test report to the remote address.

After finishing this web page configuration, please click OK to save the settings.
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VI-2-6 Account & Password

This page allows a user to add or delete local user on switch database for authentication.

LAN Access Management Authentication & Profile TR-CES OpenVPN Webhook
Account & Password
Account Permission Option
1 admin Administer &
SSH Public Key
Past ‘
Choase a file...

admin

Delete Key

Cancel ﬂ

Available settings are explained as follows:

Item Description

Account & Password

+Add Account Click to create a new account.

Account Displays the name of the account.

Permission Displays the privilege level (Admin or View Only) of the account.
Option g

- Click to modify the account settings.
SSH Public Key

Upload Method Any client will be authenticated by SSH public key for using the SSH
service. Please select the upload method for uploading the SSH
public key.

HTTP - Use WEB browser to upload the public key.

Select Key File - Choose the key file located in your
computer.

TFTP - Use TFTP to upload the public key.

Server IP Address - Enter the IPv4/IPv6 address for the TFTP
server.

File Name - Enter the name of the public key on the TFTP
server.

Paste text - Use text to upload the public key.

Public Key - Enter the text composing the public key.

207



Current Username Displays current username used for accessing the switch’'s web

userinfterface.

Has Public Key Displays if the user owns the SSH public key or not (v means YES; --
means NO).
Delete Key Remove the public key for the selected user account.

oy

To modify an existing schedule profile, click the link of of the one to be changed.

To add a schedule profile, click the "+ Add Account” to open the edit page.

System Maintenance / Access Management

LAN Access Management Authentication & Profile TR-069 OpenVPN Webhook Account & Password

Account & Password Edit Account
Account Permission  Option
View
1 admin Administer &

SSH Public Key

e [ R

admin

cancel ﬂ

Available settings are explained as follows:

Item Description
Add Account

Account Enter a username for new account.

If you want to modify an existed user account, simply enter the
same string in this field. Then, modify the password and choose
privilege level. After clicking Apply, the existed user name will be

modified with different values.

Permission Administer - Allow to change switch settings.
View Only - See switch settings only. Not allow to change it.

Password Enter a password for new account.
Confirm Password Enter the password again for confirmation.
Password Strength Displays the strength of the password, indicated by the words

"o

"weak”, “medium” or “strong”.

After finishing this web page configuration, please click OK to save the settings.
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VI-3 LLDP

LLDP is a one-way protocol; there are no request/response sequences. Information is
advertised by stations implementing the transmit function, and is received and processed by
stations implementing the receive function. The LLDP category contains LLDP and LLDP-MED

pages.

VI-3-1LLDP Port Setting

This page allows a user to select specified port or all ports to configure LLDP state.

System Maintenance / LLDP

LLDP Port Setting LLDP-MED Setting LLDP Statistics

LLDP Port Setting

Port State Optional TLVs VLAN Option
10GET T & Rx Systemn Name,Port Description, 802 3 MAC-PHY - 7 C
10GE2 Tx & Rx System Name,Port Description,802.3 MAC-PHY - 7 C
10GE3 Tx & Rx Systemn Name.Port Description,802.3 MAC-PHY - 7 G
10GE4 Tx & Rx Systemn Name.Port Description,802.3 MAC-PHY - 2R %]
10GES Tx & Rx System Name,Port Description,802.3 MAC-PHY - = ©
10GES Tx & Rx Systern Name,Port Description,802.3 MAC-PHY - 4
Showing 1to 6 of & entries Show Al v entries

Available settings are explained as follows:

ltem Description

Port Displays the index number of GE ports (10GEI to 10GES).

State Displays the transmission of LLDP PDUs.

Optional TLVs Displays the data communication protocols and optional
information.

VLAN Displays the VLAN ID number.

Option

- Click to modify the LLDP port settings of the selected port.

- Clear current settings and return to factory default settings.

To modify the port settings for the selected port, click the link of of the one to be changed.

209



System Maintenance / LLDP

LLDP Part Setting LLDP-MED Setting LLDP Statistics

LLDP Port Setting LLDP Port Setting
Port State Optional TLVs VLAN Option

10GE1 Tx & Rx System Mame,Port Description,802.3 MAC-PHY -

0GE2 T & Rx System MName,Port Description,802.3 MAC-PHY -
10GE3 Te & Rx System Mame.Port Description.802.3 MAC-PHY -
0GE4 T & Rx System Mame,Port Description,802.3 MAC-PHY -
10GES T & Rx System Name.Port Description,802.3 MAC-PHY -
10GES Tx & Rx System Name,Port Description,802.3 MAC-PHY -

Showing 110 & of & entries Show | all w entries

Available settings are explained as follows:

3 Selected v

Select Here v

Cancel n

ltem Description
Port Displays the index number of GE ports (10GEI to 10GES).
LLDP Enabled Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

TX&RX — Transmit and receive LLDP PDUs both.

TX Only — Transmit LLDP PDUs only.
RX Only - Receive LLDP PDUs only.

Optional TLVs

VLAN

Within data communication protocols, optional information may
be encoded as a type-length-value or TLV element inside a
protocol. TLV is also known as tag-length value.

The type and length are fixed in size (typically 1-4 bytes), and the
value field is of variable size.

Select the LLDP optional TLVs to be carried (multiple selection is
allowed).

Available items include System Name, Port Description, System
Description, System Capability, 802.3 MAC-PHY, 802.3 Link
Aggregation, 802.3 Maximum Frame Size, Management Address
and 8021 PVID.

Select the VLAN ID number to be performed (multiple selections
are allowed).

After finishing this web page configuration, please click OK to save the settings.

210



VI-3-2 LLDP-MED Setting

This page allows the network administrator to set MED (Media Endpoint Discovery) network
policy and configure TLV (Type [ Length [ Value) settings for each port.

System Maintenance / LLDP

LLDP Port Setting LLDP-MED Setting LLDP Statistics

MED Network Policy
Policy ID * Policy Enabled Application VLAN ID Tagged/Untagged Priarity DSCP Option
1 Disabled Unknown 0 Untagged 0 0 7 C
2 Disabled Unknown 0 Untagged 0 a 7 C
3 Disabled Unknown 0 Untagged 0 0 7 C
4 Disabled Unknawn 0 Untagged 0 0 7 C
5 Disabled Unknown 0 Untagged 0 0 7 C
6 Dizablzd Unknown 0 Untagged 0 0 7 O
7 Disabled Unknown 0 Untagged 0 0 7 C
8 Disabled Unknawn 0 Untagged 0 0 7 C
9 Disabled Unknown 0 Untagged 0 0 7 C
0 Dizablzd Unknown 0 Untagged 0 0 7 O

Showing 1to 10 of 32 entries 2 3 4 Show 10 w entries

LLDP-MED Port Setting

Available settings are explained as follows:

ltem Description

Option S . ' .
- Click to modify the LLDP port settings of the selected policy.

- - Clear current settings and return to factory default settings.
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VI-3-2-1 MED Network Policy

oy

To modify the port settings for the selected MED network policy, click the link of of the one

to be changed.

System Maintenance / LLDP

DP Port Sattin

(151

MED Network Policy

Policy ID * Policy Enabled

LLDP-MED Port Setting

o
LA

MED Network Policy X

Application VLAN D

Unknawn 0 Unknown

4 Show | 10 v | entries

cancel “

Available settings are explained as follows:

ltem

Policy ID

Policy Enabled

Application

VLAN
VLAN Tag

Priority
DSCP
OK

Description

Choose a number for configuring the policy profile.
Available selections include 1to 32.

Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

There are several applications which can be used for MED
network.

Selections include Voice, Voice Signaling, Guest Voice, Guest Voice
Signaling, Softphone Voice, Video Conferencing, Stream Video
and Video Signaling.

Set a VLAN ID (ranging from 1to 4094) for this profile.

Specify if the outgoing packets will be tagged or not.
Untag — Packets will be sent out without any tag.
Tag — Packets will be sent out with a number tagged.

Set Layer?2 priority (range from 0 to 7).
Set DSCP value (range form 0 to 63).

Save the settings.
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After finishing this web page configuration, please click OK to save the settings.

VI-3-2-2 LLDP-MED Port Setting

To modify the port settings for the selected MED port setting, click the link of

be changed.

System Maintenance / LLDP

LLDP Port Setting LLDP-MED Setting

oy

of the one to

- - -

LLDP-MED Port Setting

Port Status

10GE nabled Mef
10GE2 nabled Ne
10GE! nabled Ne
10GE4 nabled Ne
10GES nabled Ne
10GE6 nabled e

TLVs Selected

twork Pelicy

Network Policy

LLDP Statistics
LLDP-MED Port Setting X
Network Policy | D
Select Here
Select Here -

twork Policy
twork Policy
Network Policy

twork Policy

Cancel n

Available settings are explained as follows:

ltem

LLDP-MED Port Setting
Port

LLDP-MED Enable

Optional TLVs

Network Policies

Location TLV
Coordinate

Civic

ECS ELIN

10],¢

Description

Displays the index number of LAN port.

Switch the toggle to enable / disable the LLDP MED on the selected
port.

O - means “Enable”.

- means “Disable”.

There are three TLVs (Type [ Length [ Value) for choosing: Location,
Inventory, Network Policy and Select All. Select the one(s) for this
profile.

Select network policy profiles for applying onto the selected port.

Enter the coordinate location in 16 pairs of hexadecimal
characters.

Enter the civic address in 6 ~ 160 pairs of hexadecimal characters.

Enter the ECS (Emergency Calll Service) ELIN (Emergency Location
Identification Number) in 10 ~ 25 pairs of hexadecimal characters.

Save the settings.

After finishing this web page configuration, please click OK to save the settings.

213



VI-3-3 LLDP Statistics

This page offers the statistics of LLDP packets (in, out and error) of each port (10GET to 10GES).

System Maintenance / LLDP

LLDP Port Setting LLDP-MED Setting LLDP Statistics

LLDP Statistics

Port Total Tx Frames Total Rx Frames Discarded Rx Frames Error Rx Frames Discarded Rx TLVs Unrecogn
10GE 0 0 0 0 o} 0
10GE2 0 0 0 0 a 0
10GE. 0 0 0 0 o} 0
10GE4 1377 53 0 0 o} 0
10GES 0 0 0 0 o} 0
10GES 0 0 0 0 a 0

Available settings are explained as follows:

ltem Description

Clear All Clear it to remove all logs displayed in this page.
Refresh Click it to refresh the log.

Port Displays the port number.
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VI-4 SNMP

Simple Network Management Protocol (SNMP) is an "Internet-standard protocol for managing
devices on IP networks". Devices that typically support SNMP include routers, switches, servers,
workstations, printers, modem racks and more.

SNMP is used mostly in network management systems to monitor network-attached devices
for conditions that warrant administrative attention.

SNMP is a component of the Internet Protocol Suite as defined by the Internet Engineering Task
Force (IETF). It consists of a set of standards for network management, including an
application layer protocol, a database schema, and a set of data objects.

An SNMP-managed network consists of three key components:
Managed device
Agent - software which runs on managed devices
Network management station (NMS) - software which runs on the manager

A managed device is a network node that implements an SNMP interface that allows
unidirectional (read-only) or bidirectional (read and write) access to node-specific
information. Managed devices exchange node-specific information with the NMSs. Sometimes
called network elements, the managed devices can be any type of device, including, but not
limited to, routers, access servers, switches, bridges, hubs, IP telephones, IP video cameras,
computer hosts, and printers.

An agent is a network-management software module that resides on a managed device. An
agent has local knowledge of management information and translates that information to or
from an SNMP-specific form.

A network management station (NMS) executes applications that monitor and control
managed devices. NMSs provide the bulk of the processing and memory resources required
for network management. One or more NMSs may exist on any managed network.
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VI-4-1 View

This page allows the network administrator to create MIB views (Management information
base) and then include or exclude OID (Object Identifier) in a view.

System Maintenance / SNMP

= Group Community User Engine ID Trap Notification
View
View Name Option
s all
OID Subtree Type
1 Included

Available settings are explained as follows:

ltem Description
+Add View Click it to add a new MIB view profile.
View Name Displays the name of the MIB view.

To add a schedule profile, click the "+ Add View" to open the edit page.
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System Maintenance / SNMP

= Group Community lser Engine ID Trap Notification
View Add View
View Name Option
e all
x
OID Subtree Type (LGN Excluded ‘
a Included I add OID Subtree

Cance‘ “

Available settings are explained as follows:

Item Description
View Name Enter a name of the MIB view.
OID Subtree Enter an OID string to be included or excluded (based on the view
type setting) from the MIB view.
Type Determine to include or exclude the selected MIBs.
Include
Exclude
+Add OID Subtree Click it to add a new MIB view profile.

After finishing this web page configuration, please click OK to save the settings.
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VI-4-2 Group

This page allows the network administrator to group SNMP users and assign different
authorization and access privileges.

System Maintenance / SNMP

View Group Community User Engine ID Trap Notification

Group

Group Name Version Security Level Read View Write View Notify View Option

No data available in table

Available settings are explained as follows:

Item Description

+Add Group Click it to create a new group profile.

Group Name Displays the name for the group.

Version Displays the SNMP version adopted by the group.
Security Level Displays the SNMP security level for the group.
Read View Displays the read view profile.

Write View Displays the write view profile.

Notify View Displays the notify view profile.
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To add a schedule profile, click the "+ Add Group" to open the edit page.

System Maintenance / SNMP

Wiew Group Community

Group

Group Name

Usar Engine ID Trap Matification

Add Group X

Security Level Read Vie

No data availzble in t2

all ~

Cancel n

Available settings are explained as follows:

ltem

Add Group
Group Name
SNMP Version

Security Level

Read View

Select Read View

Write View

Notify View

Description

Enter a name for the group.

Specify SNMP version (v1, v2 or v3).

Specify SNMP security level for the group. It is available when
SNMPV3 is selected.

®  No Security — No authentication.

®  Authentication — Authentication without encryption will be
performed for packets.

®  Authentication and Privacy — Authentication with encryption
will be performed for packets.

Switch the toggle to enable / disable this function. If it is enabled,
users of this group have the right to read the selected MIB view.

O - means “Enable”.

- means “Disable”.

Use the drop down list to select one of the views. The default is
“all”, which means the group user can read all MIB views.

Switch the toggle to enable / disable this function. If it is enabled,
users of this group have the right to write the selected MIB view.

Select Write View - Use the drop down list to select one of the
views. The default is “all”, which means the group user can write alll
MIB views.

Switch the toggle to enable / disable this function. If it is enabled,
users of this group have the right to send notifications for the
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selected MIB view.

Select Notify View - Use the drop down list to select one of the
views. The default is “all”, which means the group user have the
right to send notification for all MIB views.

After finishing this web page configuration, please click OK to save the settings.

VI-4-3 Community

This page allows a user to add/remove multiple communities of SNMP.

System Maintenance / SNMP

Wiew Group Corrunit User Engine ID Trap Notification
Community

Community Name Type View Group Access Right Option
1 public Basic El - Read & Write

Available settings are explained as follows:

Item Description

+Add Community Click it to add a new community.

Community Name Displays the community name.

View Displays the name of the view profile.

Group Displays the name of the group.

Access Right Displays the accessing right (read, read and write) that this

community has.

Option ' ) . . .
- Click to modify the settings of the community.

- Remove the selected entry.

To modify an existing community profile, click the link of of the one to be changed.

To add a schedule profile, click the "+ Add Community" to open the edit page.
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System Maintenance / SNMP

Community Edit Community X

Community Name Type View Group A

3
3
m

Available settings are explained as follows:

ltem Description
Add Community

Community Nome Enter a name as community name. The maximum length of the
text is limited to 23 characters.

Access Authorization Directly - View and access right can be specified for this SNMP
community profile.

Via Group - Specify one of the SNMP groups for this SNMP
community profile.

View Simply specify one of the view profiles from the drop down list.

Group It is available when Via Group is selected as access authorization.
Specify a SNMP group to define the object available to the
community.

Access Right Define the access right of the community group.

Read Only - It allows unidirectional access to node-specific
information.

Read & Write - It allows bidirectional access to node-specific
information.

After finishing this web page configuration, please click OK to save the settings.
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VI-4-4 User

This page allows a user to configure SNMP user profile(s).

System Maintenance / SNMP

View Group Community ser Engine ID Trap Notification
User
User Name Group Security Level Authentication Method Privacy Method Option
No data available in table
Available settings are explained as follows:

Item Description
+Add User Click it to add a new user profile.
User Name Displays the name of this user profile.
Group Displays the group name to which this user profile belongs.
Security Level Displays the security method used by this user profile.

Authentication Method = Displays the authentication method used by this user profile.

Privacy Method Displays the privacy method used by this user profile.

Option :
P - Click to modify the server setting.

- Clear the selected entry.

To modify an existing user profile, click the link of of the one to be changed.

To add a user profile, click the "+ Add User" to open the edit page.
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System Maintenance / SNMP

View Group Community User

User

User Name Group

Security Level

Engine ID Trap Notification

Add User X

Authentical
SNMP_3~

No data available in table

Cancel “

Available settings are explained as follows:

Iltem
Add User
User Name

Group

Security Level

For SNMPv3 group only
Authentication Method

Authentication
Password

Privacy Method

Privacy Password

Description

Enter a name for creating new SNMP user.

Select one of the SNMP groups from the drop down list. Then, this
user profile will be grouped under the selected SNMP group.
Displays the security level configured for the selected SNMP group.

If the selected group is not a SNMPv3 group, nothing will be
displayed in this field.

It is available only when the Security Level is set with
"Authentication’, or "Authentication_and_Privacy".

You can change the methods (None, MD5, SHA) for the selected
SNMPv3 group. If no method is available for you to select, that
means the selected SNMPv3 group is set with No Security.

It is available only when the Security Level is set with
"Authentication’, or "Authentication_and_Privacy".
Enter a string as the password for authentication.

It is available only when the Security Level is set with
'Authentication_and_Privacy"”.

You can change the methods (None, DES) for the selected SNMPv3
group. If no method is available for you to select, that means the
selected SNMPv3 group is set with No privacy.

It is available only when the Security Level is set with
"'Authentication_and_Privacy".

Enter a string as the password for authentication.

After finishing this web page configuration, please click OK to save the settings.
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VI-4-5 Engine ID

This page allows a user to configure and display SNMP local and remote engine ID.

System Maintenance / SNMP

View Group

Local

Remote

Server

User Engine ID Trap Notification

Engine ID Option

No data available in table

Available settings are explained as follows:

tem
Local

User Defined

Engine ID

Remote
+Add Server
Server
Engine ID
Option

Description

Switch the toggle to enable / disable this function.

D - means “Enable”.

- means “Disable”.

Displays the engine ID of the local server.

The default Engine ID which is made up of MAC and Enterprise ID
will be used instead.

Click it to create a new remote server profile.
Displays the hostname/IP address of the server.

Displays the engine ID of the remote server.

- Click to modify the server setting.

- Clear the selected entry.

To modify an existing server profile, click the link of of the one to be changed.

To add a remote server profile, click the "+ Add Server" to open the page.
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System Maintenance / SNMP

View Group Community User Engine ID

Local

«©

8000639203144%9bca7elab

Remote

+ Add Server

Server Engine ID

No data available in table

Trap Notification

Option

Available settings are explained as follows:

Item Description

Add Remote Server

System Maintenance / SNMP
View Group Community User Engine ID

Local

User Defined

Engine ID
Remote
+ Add Server
Server Engine ID
1 192.168.1.5 80006a92031449bc44albs

Trap Motification
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VI-4-6 Trap Notification

This page allows a user to add or delete the SNMP trap receiver IP address and community
name. In addition, it allows a user to configure a host to receive SNMPv1/v2/v3 notification.

System Maintenance / SNMP

View Group Community Uzer Engine ID rap Motification
Trap Event

Notify SNMP manager when the events below happen:
Notification

Server Server Port Version Motification Type Timeout Retry Community / User Secur

Mo data available in table

Available settings are explained as follows:

Item Description

Trap Event

Authentication Failure, = Check the box to enable the function.

Link Up/Down, Authentication Failure - VigorSwitch will reboot when

Cold Start, encountering authentication failure (including community not
warm Start match or user password not match).

Link Up/Down - VigorSwitch will reboot while encountering port link
up or down trap.

Cold Start - VigorSwitch will reboot while encountering user trap.
Warm Start - VigorSwitch will reboot while encountering power

down trap.
Notification
+Add Server Click it to create a new notification server profile.
Server Displays IPv4/IPv6/Hostname of the SNMP trap recipients.
Server Port Displays the UDP port number for the recipient’s server.
Version Displays the notification SNMP version.
Notification Type Displays the notification type (Trap or Inform).
Timeout Displays the number of SNMP informs timeout.
Retry Displays the number of SNMP informs retry count.
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Community/User
Security Level

Option

To modify an existing server profile, click the link of

Displays the community profile.

Displays the security level for SNMP notification packet.

- Click to modify the setting page of the server profile.

- Remove the selected entry.

of the one to be changed.

To add a user profile, click the "+ Add Server” to open the edit page.

System Maintenance / SNMP
Wiew Group

Community

Trap Event

Notify SNMP manager when the events below happen:

(<< <]

Notification

Servar Server Port

User Engine ID rap Motification

Add Notification Server X

© No Security

Version Notification Type Authentication

Mc Authentication & Privacy

cancel m

Available settings are explained as follows:

tem

Add Notification Server

Server Type

Server Address
Server Port
SNMP Version

Community

Notification Type

Description

Choose IPv4/IPv6/Hostname to specify IP address or the
hostname of the SNMP trap recipients.

Hostname
IPv4
IPv6
Specify SNMP notification version (SNMPv1/v2/v3).
Specify a port number for the server.
Specify SNMP notification version (SNMPv1/v2/v3).
Select v2 or v3 as SNMP Version.
Use the drop down list to choose one of the community profiles.
Displays the notification type.
To specify Notification Type, select v2 or v3 as SNMP Version.
Trap —Send SNMP traps to the host.
Inform - Send SNMP informs to the host. If it is used, Timeout

227



and Retry also shall be defined.

Timeout Specify the SNMP informs timeout. It is available when Inform is
selected as Type.

Retry Specify the SNMP informs retry count. It is available when Inform is
selected as Type.

User It is available when v3 is selected as SNMP Version.

Security Level It is available when v3 is selected as SNMP Version.

Specify SNMP security level for SNMP notification packet. It is
available when SNMPV3 is selected.

No Security — No authentication.

Authentication — Authentication without encryption will be
performed for packets.

Authentication and Privacy — Authentication with encryption
will be performed for packets.

After finishing this web page configuration, please click OK to save the settings.
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VI-5 Mail Server

This page allows a user to configure settings for VigorSwitch to send alert mail or Syslog mail
when encountering certain situation.

System Maintenance / Mail Server

Mail Server
Description Enabled SMTP Server  Mail Content Sender Receiver Option
Alert Mail Server () &

Syslog Mail Server () &

Available settings are explained as follows:

Item Description

Mail Server

Description Displays the name of the mail server.

Enabled Switch the toggle to enable / disable this function.

O - means “Enable”.

- means “Disable”.

SMTP Server Displays the IP address / host of the SMTP server.

Mail Content Displays the condition(s) for VigorSwitch system to send a mail
out.

Sender Displays the email address sending the alert/syslog mail.

Receiver Displays the email address receiving the alert/syslog mail.

Option

- Click to modify the setting page of the server profile.
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Alert Mail Server

oy

To modify the alert mail server profile, click the link of of Alert Mail Server to be changed.

System Maintenance / Mail Server

Mail Server Alert Mail Server %

Description Enabled SMTP Server Mail Content Sender Receiver Option Alert_Mail_Server

Mail Notification

Send Test Mail Cancel “

Available settings are explained as follows:

ltem Description
Alert Mail Server

Description Displays the name (Alert or Syslog) of the mail server.

Server Status Switch the toggle to enable / disable the mail server.

O - means “Enable”.

- means “Disable”.

SMTP Server Enter IP address or URL of the SMTP server.
SMTP Port Enter the port number for the SMTP server.
Authentication Switch the toggle to enable / disable this function.

User Name - Enter a user name for authentication.
Password - Enter a password for authentication.

Encryption Switch the toggle to enable / disable this function.

After enabling Authentication, choose one of the encryption
servers for data encryption.

STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with SSL/TLS.

Sender Enter the email address which will send the alert mail out.
Receiver Enter the email address which will receive the alert mail.

Mail Notification
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Alert Type Specify the condition(s) for VigorSwitch system to send an alert
out.

Port Link Status

Port Link Speed

System Restarted

PoE Warning Status

IP Conflict

Hardware Monitor

Device Check

ONVIF Throughput Threshold

Min. Alert Transmit Set a time interval for VigorSwitch system to send an alert out
Interval from the specified sender.

Send Test Mail After clicking this button, VigorSwitch system will send a test mail
to the recipient.

After finishing this web page configuration, please click OK to save the settings.

Syslog Mail Server

y

To modify the Syslog mail server profile, click the link of of Syslog Mail Server to be
changed.

System Maintenance / Mail Server

Mail Server Syslog Mail Server x

Description Enabled SMTP Server Mail Content  Sender Receiver Option Syslog_Mail_Server

Mail Notification

Send Test Mail Cancel “

Available settings are explained as follows:

Item Description
Alert Mail Server

Description Displays the name (Alert or Syslog) of the mail server.

Server Status Switch the toggle to enable / disable this function.
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SMTP Server
SMTP Port

Authentication

Encryption

Sender
Receiver

Mail Notification

Log Type

Send Test Mail

0 - means “Enable”.

- means “Disable”.
Enter IP address or URL of the SMTP server.
Enter the port number for the SMTP server.

Switch the toggle to enable / disable this function.
User Name - Enter a user name for authentication.
Password - Enter a password for authentication.

Switch the toggle to enable / disable this function.

After enabling Authentication, choose one of the encryption
servers for data encryption.

STARTTLS - The mail will be encrypted with StartTLS.
SSL/TLS - The mail will be encrypted with SSL/TLS.

Enter the email address which will send the syslog mail out.

Enter the email address which will receive the syslog mail.

Vigor system will send the e-mail related to the selected
feature(e.g, AAA, ACL) to the recipient.

After clicking this button, VigorSwitch system will send a test mail
to the recipient.

After finishing this web page configuration, please click OK to save the settings.
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VI-6 System Reboot

This page allows you to reboot VigorSwitch with current settings or return to factory default
settings for VigorSwitch.

System Maintenance / System Reboot

System Reboot

Current Configuration

Keep my current IPvd address settings.

Reboot
Available settings are explained as follows:
ltem Description
System Reboot
Reboot With Current Configuration - Use current configuration settings.

Factory Default - Use the default configuration settings.
Keep my current IPv4 address settings

Reboot Click to reboot the device immediately.
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This page is left blank.
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Chapter VIl Troubleshooting
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VII-1 Backing to Factory Default Setting

Sometimes, a wrong connection can be improved by returning to the default settings. Try to
reset the modem by software or hardware.

@ Warning:

After pressing factory default setting, you will loose all settings you did before. Make sure you
have recorded all useful settings before you pressing. The password of factory default is null.

VII-1-1 Software Reset

You can reset the modem to factory default via Web page.

Go to System Maintenance and choose System Reboot on the web page. The following screen
will appear. Choose Factory Default and click OK. After few seconds, the modem will return all
the settings to the factory settings.

System Maintenance / System Reboot

System Reboot
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VII-1-2 Hardware Reset

While the modem is running, press the RST button and hold for more than 5 seconds. When
you see the ACT LED blinks rapidly, please release the button. Then, the modem will restart with
the default configuration.

DrayTek

000 oo

106

After restore the factory default setting, you can configure the settings for the modem again
to fit your personal request.
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VII-2 Contacting DrayTek

If the modem still cannot work correctly after trying many efforts, please contact your dealer
for further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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